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1 Network Management with FOXMAN-UN

The FOXMAN-UN manages dedicated Network Elements (NEs) according to ISO FCAPS net-
work management model and framework. It supports the following management functional
areas:

* Fault Management,

» Configuration Management,
» Performance Management,
» Security Management.

FOXMAN-UN integrates into a larger overall Operations Supports System (OSS) by providing
northbound interfaces (NBI) to several higher level management (HLM) systems.

This chapter provides a high level description of how FOXMAN-UN fits into the network. The
main sections are:

* 1.1 "Server Redundancy",

* 1.2 "FOXMAN-UN Architecture",

* 1.3 "FOXMAN-UN Key Functionality",

* 1.4 "FOXMAN-UN Deployment Scenarios",
* 1.5 "The Managed Network Environment".

1.1 Server Redundancy

FOXMAN-UN can be deployed with server redundancy. A main server provides the default
FOXMAN-UN base and core services, and the database to which a client can connect. A warm
standby or cold standby server is configured and is activated in case of non-availability of the
main server.

With warm standby the services on the standby server are started automatically when switching
over. With cold standby the services on the standby server need to be started manually.

A periodic database backup and replication ensures that main and standby servers have an up-
to-date database.

1.2 FOXMAN-UN Architecture

The key to the deployment of FOXMAN-UN is its architecture, which is designed with distributed
management in mind and is based on a modern hardware platform and object oriented technol-

ogy.
FOXMAN-UN architecture consists on the following components:

* NEM Core including database,

» Agents (southbound interfaces),

* NEM Client (Main GUI includes NEM Desktop, NEM Configurator, NEM Network Browser),
* Northbound Interfaces (e.g. SNMP, CLI).

Copyright 2025 Hitachi Energy. All rights reserved. 7
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Figure 1: FOXMAN-UN Architecture

1.2.1 NEM Core and Database

FOXMAN-UN is built around a database. This database stores all the relevant information:
* For management:
- Agents and supervised network elements.
* Atthe element level:
- configuration,
- alarm,
- inventory,
— performance counters (if enabled).
* At networking level:
- Services (Service Supervision),
- End-to-end MPLS services (Ethernet Networking Package),
— End-to-end TDM services (Networking Package).
* For security access:
- users and roles,
— domains,
- profiles.
* Maps and sections;
+ SW management for managed nodes (FOX61x):
— Network overview,
— Distribution wizard,

Copyright 2025 Hitachi Energy. All rights reserved. 8
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1.2.2

1.2.3

1.2.31

- Task and job management.

» Credentials distribution:
- Scheduled tasks for distribution of passwords to managed nodes (FOX61x),
- management and download to managed nodes (FOX61x) of SSH keys;

+ Events.

The core component contains the software necessary for managing this information as well as
for handling the communication with the other processes.

Agents

The agent handles the communications with the network elements.

In a multi-tasking operating system, several agent processes can be running depending on the
number of sub-networks connected to the workstation.

The agent can:

» upload and download configurations from and to the NEs,
* poll NEs for alarms,

» collect inventory data from NEs,

* retrieve and set status information.

Managed Network Elements

Hitachi Energy FOX61x platform has a native integration into FOXMAN-UN including:
» Full Graphical User Interface (GUI) and Management Support;

* All NE information completely uploaded into the FOXMAN-UN database.

Hitachi Energy FOX51x platform has a native integration into FOXMAN-UN including:

» Full Graphical User Interface (GUI) and Management Support via the FOXMAN-UN client for
Windows®;

» Al NE information completely uploaded into the FOXMAN-UN database.

FOXMAN-UN offers southbound interfaces enabling the integration of Hitachi Energy and third
party SNMP devices into the network for:

* Inventory,

* Alarming,

* Cross-launch of management software,

* Full NE support in FOXMAN-UN network browser (network map).
Each of the network elements contains managed objects such as:

« attributes (system options and settings),

» parameters (options and settings of interfaces),

* network connections (interconnections of the interfaces).

All NEs are interconnected to form a management network containing managed objects such
as:

* subunits,
e circuits.
|I| Please note:
Refer to FOXMAN-UN Release Note for the latest updated list.

FOX61x and FOX51x Families

FOXMAN-UN manages the following Hitachi Energy NEs:
FOX61x shelves:

Copyright 2025 Hitachi Energy. All rights reserved. 9
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*+ FOX615,

+ FOX612,

+ FOX611.

FOX610

FOX51x shelves:

* FOX515 (local craft terminal in FOXMAN-UN client for Windows® only),
* FOX512 (local craft terminal in FOXMAN-UN client for Windows® only),
* FOX-U (existing setups supported, but not creation of new NEs),

*  FOX-U/E (existing setups supported, but not creation of new NEs).

1.2.3.2 SNMP Devices

FOXMAN-UN manages the following SNMP devices:
» Hitachi Energy EDS500 series switch 500NMDxy,

- For the full list of supported EDS500 series devices refer to the FOXMAN-UN R18
release note.

+ DTM-M SHDSL Router,
» Hitachi Energy Scada NG,
* Hitachi Energy LRIS-34xx:
- LRIS-3410,
- LRIS-3420,
- LRIS-3430,
- LRIS-3440.
» Hitachi Energy LRIS-32xx:
- LRIS-3230,
- LRIS-3260.
+ AKCP SensorProbe 2,
* Alcatel-Lucent OmniSwitch 6450 / 6860,
* Benning Power D400,
 Billion BIPAC 8500 / 8501 / 8520,
» BKtel Optical Amplifier/Sender (OAS),
» Ciena 6130,
» Cisco 3845/2811 Integrated Services Router,
» Cisco Catalyst 2960 Switch,
*+ CXR FOE1T1 (TNLO),
» Delta Power Supply DPS 600B-48-2/4,
* Elcon BIG 10 (1022 / 1024),
» Elcon FOS 100 CPE,
* Ericsson Mini-Link TN R4,
» FortiGate 100D / 300C / 311B,
*  NEXANS iSwitch G1043,
*  NEXANS FibreSwitch BM100,
+ Plisch DAB TDA3000 series,
* Proscend 5600 / 6200,
+ SAIA-PCD.
Other devices:
+ FOX660 (read-only functionality).
Please refer to FOXMAN-UN Release Note for the latest updated list.

Copyright 2025 Hitachi Energy. All rights reserved.
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1.24

1.2.5

1.3

1.3.1

NEM Client (Graphical User Interfaces)

The NEM Desktop provides the menus for calling all FOXMAN-UN functions, applications, the
NEM Help, and the new browser-based Homepage (Web Ul).

The NEM Desktop itself is started by connecting it to an active NEM core via the login proce-
dure.

The NEM Desktop provides the user with the legacy application interfaces. The main applica-
tions are the NEM Configurator and NEM Network Browser.

The NEM Configurator provides access to the NE configuration management, whereas the NEM
Network Browser provides graphical view of the network.

The Homepage, introduced with release R16B, is the browser-based home for all applications. It
includes new applications that are not available from the NEM Desktop. It also provides links to
all legacy applications.

Please refer to 2.3 "NEM Desktop" for further details and information regarding the other FOX-
MAN-UN applications.

Northbound Interfaces

FOXMAN-UN offers several northbound interfaces, which can be activated via the FOXMAN-UN
license. These interfaces enable the FOXMAN-UN integration into the following Higher Level
Management (HLM) systems:

»  SNMP for fault management;
« XML or CSV (file based) for inventory management
* Command line interfaces for inventory data retrieval and POTS line test in FOX51x NEs;

A terminal in the OSS is connected to a specific TCP port in the FOXMAN-UN core for each
CLl interface. A special set of commands is available for the execution and the retrieval of
results.

FOXMAN-UN supports the following HLM applications:
«  SNMP, IBM Netcool certified (FM).

Additionally, FOXMAN-UN can be integrated into almost any HLM application providing SNMP
based (southbound) interface.

For support of any other HLM software, please contact Hitachi Energy.

FOXMAN-UN Key Functionality

FOXMAN-UN provides Basic Package (BP) and Network Services for TDM (PDH/SDH)-based,
and MPLS-TP based networks. These services are subdivided into major functional areas which
interact with each other:

¢ Fault,

» Configuration,
¢ Performance,
» Security.

Fault Management

FOXMAN-UN offers alarm management, which ensures that operator can quickly locate, ana-
lyze and correct network problems. The Alarm Manager is mainly responsible for:

¢ alarm list,

* alarm summary,

¢ alarm customization,
* alarm history,
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alarm escalation.

1.3.2 Configuration Management

FOXMAN-UN'’s Configuration Management is divided into distinct parts, listed below

Network element configuration

The configuration of NEs are done via dedicated configuration tools:

- FOXCST for FOX61x NEs,

- UCST for FOX51x NEs,

- craft terminals, web interfaces for 3rd party devices.

FOXMAN-UN provides basic operations such as changing the NE’s name and password.
Network wide configuration to:

- discover the network inventory including NE, unit, port, configuration or service inventory;
- manage the interconnection between NEs via Section Management sub-system;

- display the selected network’s graphical view via NEM Network Browser;

- perform bulk configuration to simplify tasks on several NEs like modification or distribution
of Passwords, Profiles, Custom Parameter Sets and Embedded software.

1.3.3 Performance Management, Diagnostics and Status

FOXMAN-UN allows collecting and reporting of the NEs, networks and services performances
through the following:

Performance Data Collection:

Elements in the managed network can be specified for performance monitoring. The perfor-
mance data of these elements are continuously collected and saved in a separate database.

Collected performance data from NEs, the FOXMAN-UN server, or basic OS statistics can
be displayed via customizable dashboards in the Metrics Database application.

From there, the performance information can be exported for integration into an OSS (Oper-
ation Support System).

Health Monitoring:

Some specific performance data, such as RX/TX errors, RX/TX throughput, NE uptime, NE
temperature, CPU load, SFP temperature, SFP RX/TX power, memory usage, is used to
indicate network, network element, and section health in the Network Monitoring application.

Service Supervision and Reporting:

This allows FOXMAN-UN to measure the end-to-end service delivery quality. It ensures that
end-to-end applications are flowing across the network and are being delivered to the end
users according to the agreed service level metrics.

Synchronization maps:

Synchronization map graphically displays the actual clock propagation of the SDH or PDH of

the managed network. This facilitates identifying synchronization problems such as:

- 'clock islands', where a network element clock is generated locally and is not propagated
to any other network element,

- 'timing loops' which may have inadvertently been created by propagating the clock from a
network element back to a network element which is providing the clock source.

PTP synchronization map graphically displays the PTP clock distribution in the Ethernet /
MPLS-TP network with clock mode, ID, class, accuracy, and source for each NE.

NE Synchronization:

FOXMAN-UN allows synchronizing the alarms, inventory and service of all or a selection of
the NEs in the managed network with the database. In addition date and time of the NEs can
be synchronized with the workstation date and time.

Copyright 2025 Hitachi Energy. All rights reserved. 12



FOXMAN-UN | SYSTEM DESCRIPTION NETWORK MANAGEMENT WITH FOXMAN-UN

1.3.4

1.4

1.4.1

Security Management

FOXMAN-UN'’s security management ensures only authorized FOXMAN-UN users can access
the system. It includes proper configuration of management rights, privileges and permission of
authorized FOXMAN-UN users based on users and roles definition. It ensures that the network
administrators can control what each of these users and roles are allowed to.

FOXMAN-UN security elements consists of connection management, domains, users, roles,
and profiles.

The FOXMAN-UN connection manager requires username and password to authenticate a
FOXMAN-UN user. A domain containing a number of elements (NEs, security profiles, agents,
services, etc.) is assigned to a FOXMAN-UN user via a role (predefined system role or user-
defined role) which determines the FOXMAN-UN functions the user has a right to execute. For
example, a FOXMAN-UN user with a specific role can manage specific nodes without knowing
the nodes’ passwords. It's the user’s role(s) that defines whether or not the user can access the
configuration of specific nodes.

|I| Please note:
For details, please refer to 3 "Security Administration".
FOXMAN-UN Deployment Scenarios

General

Depending on the network size and the operation & maintenance organization, the various
FOXMAN-UN components can be distributed on different workstations / PCs, and different loca-
tions. The appropriate license options must be ordered to enable the appropriate functionality.

FOXMAN-UN is implemented to run under the following operating systems:
* Red Hat Enterprise Linux,

* Microsoft Windows® (client installation with GUIs only, i.e. NEM Desktop, NEM Configurator,
and NEM Network Browser, plus Help).

For the specific hardware and OS requirements refer to the FOXMAN-UN Release Note.
FOXMAN-UN under Linux can be ordered and installed as:
* Full version (Core/Agent/GUIs),

*  GUIs only (NEM Desktop, NEM Configurator, NEM Network Browser, plus Help, No Element
Agent or Core Server functionalities).

FOXMAN-UN under Microsoft Windows® can replace a GUIs only installation or it can be used
instead of any X-Terminal solution as e.g. IM, X2Go, Reflection-X, XMing, XManager as a faster
solution.

The following examples are described below:

» Single user working on a single workstation,

» Multi-user environment (optionally with core redundancy),

* Network partitioning & regionally organized O&M (optionally with core redundancy),
* Integration to higher order management systems.

|I| Please note:
In the context of the following deployment examples, the term Workstation (WS) is
used for LINUX system, while the term Personal Computer (PC) stands for a Micro-
soft Windows® system.
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1.4.2

1.4.3

|I| Please note:

In the scenarios below, the NEM services on “Main” or “Standby” WS are active
exclusively, i.e. WS A (Main) is active per default, and WS B (Standby) will only get
active when the NEM services on WS A (Main) are down or WS A (Main) is
unreachable.

Single User - Single Workstation

For small to medium size networks only one operator needs to work at any one time and all
management functions can be performed from a single workstation.

GUI Graphical User Interface Core (DB)
(NEM Desktop,Configurator Agent(s)
Network Browser and Help) GUls

Managed Network

Figure 2:  Single User - Single Workstation

Multi-User - Single / Redundant Workstation with Agent(s)

If more than one operator needs to work simultaneously with the FOXMAN-UN, each additional
workplace can either be equipped with a workstation running GUIs only, or with a Windows PC.

The additional workstations / PCs can be connected via a LAN sharing the same infrastructure,
such as a printer, CD drive, etc.

In the following example, WS A (Main) runs the core with the database, agent(s), and GUIs; WS
B (Standby) runs the core services, agent(s) and GUIs in case WS A is down or unreachable.
WS C (LINUX) and the PC (Windows) run GUIs only.

g Printer
LAN
)

Core (DB GUls GUlIs
& 5 ageniis) LI LJ

GUls
WS B WS C PC
(Standby)\ (Main)

Managed Network

Figure 3: Multi- User - Single Workstation with Agents

In that example, three operators, one on WS A (WS B as optional standby), WS C, and the PC,
can work on FOXMAN-UN simultaneously.

Additional PCs or workstations running the GUIs can be added to the LAN as required. Such a
configuration is useful for middle sized networks.
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The FOXMAN-UN administrators, using the available access administration features can define
responsibilities separately for each operator.

14.4 Regionally Organized O&M with Network Partitioning

The example below shows an operation & maintenance organization that is regionally distrib-

uted.
Region A Region B
LAN A LAN B
(Main) | I |
Core (DB)
Core (DB) GUIs GUIs
d Agent(s) [:] [:] D g%elgt(s)
GUls A

WS A WS B
(Standby)

Managed Network

Figure 4:  Regionally Organized O&M

When managing a network that covers a large geographic area, it is often advisable to partition
the managed network into sub-networks.

Each region can have a part of the FOXMAN-UN infrastructure with core and GUIs, and sharing
a central database (on the Main server, with the Standby server as redundancy). For access to
the core and the database the different regions are connected via a WAN.

FOXMAN-UN Security Administration provides the administrator with the tools to define which
network elements an operator can access. These access rights can be segregated according to
the defined regions. They are valid regardless of which WS or PC an operator is working on.

14.5 FOXMAN-UN in a Multi-Vendor Environment

In a multi-vendor environment, FOXMAN-UN takes the role of a vendor specific network ele-
ment manager that supports the FOX61x and FOX51x families of products.
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| 0SS (Operation Support System) |

| Inter-Domain Network Management System |
SNMP interface for ¢
fault management \

FOXMAN-UN | | Other vendors EM | cooo | Other vendors EM

Network
Region B

Network
Region A

Managed Network

Figure 5: FOXMAN-UN in a Multi-vendor Environment

The above diagram shows the basic management concept envisioned for the management of a
heterogeneous network.

In this model the position of FOXMAN-UN is as an Element Manager for the FOX61x and FOX-
51x NEs in network regions A and B.

Here the main tasks of the various managers are as follows;
OSS (Operation Support System):

* Handling of customer management,

* Service management,

+ Billing & service level reporting,

* Order handling.

Inter-Domain Manager (IDM):

« Common graphical representation of the domains and NEs within the network,
* Inter-domain capacity management,

* Common fault management,

* Common performance management,

* Seamless end-to-end management across the domains.
Element Manager: (e.g. FOXMAN-UN):

» Configuration of the network elements in its domain, including end to-end provisioning within
the domain,

* Fault management of the NEs,
» Security management of the NE and domain access,
» Performance monitoring, initiation, collection of data,

» Interface to a higher level manager (e.g. IDM or OSS) to provide the necessary information
to enable them to fulfill their tasks. This allows a mediation function between the Higher
Level Manager (HLM) and the domain which the Element Manager is controlling.

FOXMAN-UN fulfills the functionality of an Element Manager. In this respect it contains an
SNMP proxy agent which provides the interface to a HLM.
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1.4.6

1.4.7

1.5

1.5.1

1.5.1.1

1.5.1.2

Simple Network Management Protocol (SNMP) Proxy Agent

In order to communicate to the Higher Level Managers (HLM), that is the IDM and/or the OSS,
FOXMAN-UN provides an SNMP proxy agent as a licensed option. This proxy agent provides a
mediation device function for fault management, based on SNMP v1/v2c/v3.

Using the trap mechanism of SNMP, FOXMAN-UN informs the HLM about the following:

» Information on alarms (new, outstanding, acknowledged and cleared alarms), which includes
the alarm text, identification, time and date of alarm, and the severity;

* Notification of the addition and deletion of network elements and units within it;
» Changes in operational state of the network element.

The possibility for sending traps to two different HLM systems is supported. This is required in a
redundant system, where one HLM system protects the other one.

A standard SNMP «get» request from the HLM provides inventory information such as the lists
of installed NEs and their configured units.

Reach Through

With SNMP proxy agent it is possible for the IDM or OSS to keep track of the major changes
which are happening in real time in the managed network. If the IDM wants to make NE configu-
ration changes, a proxy server in the FOXMAN-UN provides a reach through functionality to:

* Login from the HLM using a Unix remote shell mechanism.
* As Login parameters the HLM provides:

- NE ID (based on the ID given in the information reported by the SNMP Agent from the NE
list),

- Login type (prompted login will prompt for a username and password).

* Once the user is logged in, a single graphic will be displayed at the HLM; this graphic will
show the NE shelf. The operator may then proceed to carry out any configuration changes
he wishes for the NE on the FOXMAN-UN.

In this way the HLMs do not need to keep a database and can concentrate on the inter domain
and service management.

The Managed Network Environment

FOX61x Management Environment

General

The FOX61x management network is based on Ethernet. The local management port (Ethernet
for FOX61x) is used solely for local connection and initial configuration of the NE.

Management Interfaces

The FOXMAN-UN accesses the NE via an Ethernet network (optical 1/10/40 GbE or electrical
10Base-T, 100Base-TX, 1000Base-T).

FOX61x NEs offer a connection to a dedicated Ethernet management interface of the core unit
(CESM1, CESM2, CESMB), or via an in-band connection. The NE management communication
is based on TCP/IP.
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1.5.1.3

1.5.2

1.5.21

1.5.2.2

1.5.2.3

|I| Please note:

When using OSPF in the management network of FOX61x nodes make sure to
configure the source IP addresses for the different applications on the “manage-
mentNetwork” access point of the FOX61x nodes. We recommend the use of loop-
back interfaces for this purpose.

If these source IP addresses remain unconfigured the FOXMAN-UN will not be
able to assign some of the notifications received from FOX61x nodes to the correct
node. This will result in messages of the type “Missing Multiple Notification Mes-
sages” in the FOXMAN-UN event log.

In-band Management

NEs can also be managed in-band via a trunk Ethernet interface (optical GbE or electrical
10Base-T, 100Base-TX, 1000Base-T) with VLAN tagged management traffic. The management
VLAN can be configured in the FOX61x.

FOX51x Management Environment

General

Before being able to manage a network of FOX51x network elements, it is necessary to estab-
lish a management network and define the approach in which the FOX51x network is to be
managed.

The following sections describe how the management network is established and the possibili-
ties that the FOXMAN-UN provides.

Management Interfaces

The FOX51x network elements provide 3 different types of management interfaces. These are
summarized in the table below, along with the various possibilities to establish the management
network.

Table 1: Management Interfaces
Network Elements FOX515 FOX512 FOX-U FOX-U/E
Management Interface F(RS232) X X X X
Q1(RS485) X X X X
Qx (10BaseT) X X
In-Band Communication EOC (Embedded Opera- X X X X
Channel tions Channel)
ECC (Embedded Commu- X X
nication Channel)
Out-of-Band Management Management via Terminal X O x x M x™
Server and Router
Management via LAN x@ x @

() Connection directly from a terminal server or router to the F interface.
(2) Connection to the Qx interface (10BaseT) of the control card of FOX515/FOX512.

In-band ECC sub-networks for FOX515/FOX512

With the FOX515/FOX512 a communication concept based on the Embedded Communication
Channel (ECC) is used.

In the case of FOX515, the connectivity of the ECC sub-network is carried out internally. In this
way there is no need to extract the management channel and connect it to the Qx Interface.
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ECC: Nx64 kbit/s
in 2 Mbit/s or STM-1

FOX515

FOX512 FOX515

FOX512

Figure 6:  In-band ECC subnetworks for FOX51x

FOX512

1.5.2.4 Mixed Networks and Interworking of ECC & EOC Sub-networks

FOXMAN-UN caters for networks consisting of FOX-U, FOX-U/E, FOX515, and FOX512. In this
case FOXMAN-UN can communicate with both ECC.

Q1 Master
_____ ECC: Nx64 kbit/s
_____ in 2 Mbit/s or STM-1
.
P
.
.
”,

FOX-U/M FOX-U

D FOXMAN-UN

FOX515

Q1 Master

FOX512 FOX515 FOX-U

FOX-U

FOX512 FOX512

FOX-U

Figure 7:  Mixed Networks and Interworking of ECC & EOC Sub-networks

1.5.2.5 Out-of-band Router Management Sub-network

Out-of-band router functionality should be used if it is necessary to separate the management
sub-network from the transport network. FOXMAN-UN provides a possibility for the manage-
ment communication data to be transported over a Data Communications Network (DCN), e.g.
LAN, X.25 or frame relay network, etc., using routers.

In the case of FOX515/FOX512, a router at the remote site is not necessary, as the Qx interface
of the FOX515/FOX512 can be connected directly to the LAN.

The management sub-network can be implemented as a mixture of both in-band ECC sub-net-
work, and out-of-band router management sub-network.
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1.5.3

1.5.4

1.5.4.1

1.5.4.2

NMS

D FOXMAN-UN

Q1 Master

NMS FOX-U

CJ

FOX512

Q1 Master

FOX-U

FOX515

FOX512

.

FOX512

FOX-U/M

FOX-U/M

Figure 8:  Out-of-band Router Management Sub-network

“FO” NEs Management Environment

NEs of type FO (foreign object) can be integrated into the management network. They require
their own agent of type FO. Usually, they are managed with their own craft terminal, or via their
built-in browser-based application that can be cross-launched from the NEM Configurator or
from the NEM Network Browser.

SNMP Management Environment

General

FOXMAN-UN offers a southbound SNMP interface to cater for the management of suitable third
party devices.

A FOXMAN-UN element agent can be configured to provide a SNMP agent manager. This
agent manager supports SNMP v1, v2c and v3. SNMP devices can be assigned to such an ele-
ment agent.

Management of SNMP devices is based on Ethernet.

Management Interface

The FOXMAN-UN accesses the SNMP devices via an Ethernet network. The SNMP device
management communication is based on TCP/IP.

Copyright 2025 Hitachi Energy. All rights reserved. 20



FOXMAN-UN | SYSTEM DESCRIPTION NEM GRAPHICAL USER INTERFACE

2

2.1

2.2

NEM Graphical User Interface

NEM Login

The NEM Login dialog allows starting the NEM Desktop while connecting it to the NEM server
(core). It is also used to set up server redundancy, i.e. the main/standby functionality.

®Hitachi Energy
FOXMAN-UN

|chbdev015 |v| o

Access to FOXMAN-UN is provided for the
exclusive use of authorized personnel only.
Unauthorized use is prohibited.

Running

Figure 9: NEM Login

The username and password will authenticate a user. The username must be an authorized
FOXMAN-UN user.

When logging in for the first time, the client user needs to accept the server certificate to enable
login.
The Language option field is only selectable when language packs are installed on the server.

Host Manager

Server | IP Address | State Type Partner Serveilll Manage
nemsrv 172.31.41.200 Active  Main ten-std =]
tenstd 172.31.33.8 Standby Warm Standby nemsrv

== Remove

{]

2
=%
o

« Close
Figure 10: NEM Login

The Host Manager dialog is called from the settings icon in the NEM Login dialog. It is used to
add and remove NEM servers, and to set up server redundancy via the NEM Remote Admin
Tool.
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2.3

2.31

2.3.2

NEM Desktop

The NEM Desktop is the control panel from where all the FOXMAN-UN functions and access to
the NEM Help System are started.

File Application Fault Management Network System Options Help

| Connected to: nemsrv{Standard)

Figure 11:  NEM Desktop GUI

File

The File menu allows the user to exit (log out) from the NEM Desktop.

Applications

Applications are started from the NEM Desktop “Application” menu.
* Homepage
The homepage is the browser-based home for all Ul applications provided with FOX-

MAN-UN, i.e., all browser-based applications and legacy applications. At startup, it shows an
overview with

- Alarms summary,

- Services Supervision summary,

- Clock synchronization information,
- Servers information,

- System host information, and

- Application shortcuts.

HITACHI | FOXMAN-UN

Alarms 4 Service Supervision > Clock Synchronization

Available PTP Clacks

@ nNocritical alarms in network @ Nolssues found s

Fault State Operational State NE Clock Operational Modes PTP Clocks
Mot acknowledged alarms

Internal
1 Acquiring 4
NEs with highest severity alarm » Phsse Locked
o -

Servers System Host Application Shortcuts

. . CPUbiage  MemeryUs g Uptne = =
Main/Standby is disabled P & 7% & etz e P A— A [ oo rtuion ¥
Disk Usag o a ki X
& Standard [] -
o) RN IM "b’(
N —
. I - [©) IIJL \5

Figure 12: Browser-based homepage with basic network and system information (sample)

The homepage includes links to
— all Web Ul applications and
- all legacy applications that can also be reached from the NEM Desktop menu.

The applications are listed as tiles with an icon and their respective name. They are grouped
by the categories:

- All Apps (with tiles to start each application),
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- Fault Management,
- Service Supervision
- Alarm Management
- Configuration,
- Circuit Emulation,
- Teleprotection,
- MPLS-TP,
- TDM,
- Spanning Tree,
- Element Management,
- Performance Monitoring,
- Network Monitoring,
- Time Synchronization,
- DCN,
- Security,
- Credential Distribution,
- DIRAC & FU Credential Management,
- Ethernet Security Manager,
- User and Role Management,
- Fleet Management
- Inventory,
- Profile & CPS Tasks,
- ESW Network Overview,
- ESW Distribution Wizard,
- ESW Task Management,
- ESW Job Management,
- System,
- System Event List,
- Remote Executor.
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13: Browser-based homepage with application overview “All Apps”

* The main applications available from the NEM Desktop menu are listed below:

NEM Network Browser:

The Network Browser provides the operator with a graphical view of the network in the
form of maps to supervise the network and carry out the day to day management of the
network elements.

NEM Configurator:

The Configurator allows setting up all the details of the management network and defining
the security aspects. In addition it provides access to the NE configuration management
and limited access to the fault management.

Section Management:

The Section Management allows creation, modification or deletion of section(s) and
launch of the NP GUI for the specific section. The dialog likewise displays all sections of
the managed network, regardless of any map that may be opened.

Networking Package (NP):

The Networking Package provides an end-to-end provisioning of circuits and trails across
FOX51x or FOX61x TDM-based legacy networks.

Ethernet Networking Package (ENP):

The Ethernet Networking Package provides an end-to-end provisioning of MPLS-TP tun-
nels, pseudo wires, VPLS, and VPWS services across FOX61x networks.

Ethernet Security Manager:

The Ethernet Security Manager provides all controls for managing Ethernet security like
MPLS-TP encryption, setting up Crypto Engines, and defining mappings of encryption ter-
mination points and ports for MPLS-TP tunnels.

Service Supervision:

The Service Supervision and Reporting allows end-to-end network services monitoring. It
runs regular reports regarding end-to-end service availability, particularly related to any
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Service Level Agreements that may exist. In the current release, System Services and
Advanced Services are distinguished.

Circuit Emulation

The Circuit Emulation Manager (CEM) provides an overview of Circuit Emulation Services
(CES) in FOX61x networks, including alarm monitoring, a list of possible issues, graphics
on clock operation modes, Pseudo Wire (PW) protocols, CES profiles, packet traffic sta-
tistics and alarm history. It also lists end-to-end TDM services, CES, and VPWS in sepa-
rate tables.

Homepage
The Homepage is described at the beginning of this section “Applications”.

The following application provides system administration options:

* Remote Admin Tool:
The Remote Admin Tool is available for the FOXMAN-UN Linux client only. It is not available
for the FOXMAN-UN client for Windows®.
It provides access to all other administration sub-areas:

License Information:

The NEM License Information is used to display and monitor the License Key required for
running the application. In addition, a license file can be uploaded from a file system.

Manage Authentication Keys:

This dialog is used to create, activate, delete, and export authentication keys for the
secure FOXMAN-UN to FOX61x management communication.

Start/Stop Services:

The Start/Stop Services dialog offers a graphical interface for monitoring the status of
NEM base and core services, starting and stopping the NEM core services, restarting
selected services, performing a resynchronization of NP data, and showing the status of
Element Agents.

Show Element Agents:

The Element Agent window is used to display status information of the agent processes
supporting the communication to the Network Elements.

Inventory Information:

Used to display server related inventory information, such as disk mount points and
usage, memory usage, and CPU usage information.

Database Backup:

Provides three separate GUI dialogs to:

- Schedule periodic, daily, weekly. and/or monthly database backups,
- Create and delete manual database backups,

- Restore manually or automatically created database backups.
Main/Standby Configuration:

Provides GUI dialogs to configure server redundancy via the setup of main and standby
server types, assign these servers to each other, and make one of the servers the active
one.

233 Fault Management

The Fault Management menu provides access to the following alarm management functions:
¢ Alarm Summary:

Calls the network alarm summary showing the currently active alarms of all NEs, FOs and
Services managed by the FOXMAN-UN,

¢ Alarm List:

Calls the alarm list containing the currently active alarms of all NEs, FOs and Services man-
aged by FOXMAN-UN.
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Alarm History:

Calls the dialog for the retrieval of cleared and acknowledged alarms. In the default setting,
alarms of the fast 30 days are stored in the history files.

Alarm Customization:
Calls the dialog for the modification of the alarm criteria on a global or NE basis.

2.3.4 Network

The Network menu provides access to the following functions:

Performance Management
Opens the user interface for the configuration of the performance data collection.
Inventory Request

Calls the Request Inventory Report dialog where a report can be configured by selecting the
report type and either the relevant NEs or NE types. The report can be displayed on the
screen and/or saved as XML or CSV file.

Synchronization Map (for TDM based services)

Calls a dialog where a map of the synchronization paths for a selectable number of NEs can
be generated.

PTP Sync Map

Opens a map displaying the PTP synchronization network diagram, based on the selected
managed network similar to the NEM Network Browser. The PTP related information is
shown for each of the NEs in the network.

Spanning Tree

Displays a map of STP or RSTP instances in Ethernet networks.

Task View

Displays an overview of existing tasks. Selected tasks can be executed, aborted, resumed,
retried or deleted.

NE Password Tasks

Calls a list of the current NE Password tasks. Existing tasks can be monitored, modified or
deleted. From this dialog, new tasks can be added.

Profile and CPS Tasks

Calls a list of the current Profile/CPS tasks. Existing tasks can be monitored, modified or

deleted. From this dialog new tasks can be added. Importing and exporting Profiles and CPS
as well as creation of new Profiles are likewise possible.

ESW Tasks
Calls a list of the current legacy ESW tasks related to FOX51x-based legacy networks. Exist-
ing tasks can be monitored, modified or deleted. New tasks can be added

Credential Distribution

Calls the Network Credential Distribution dialog that supports password change on sup-
ported NE types, management of SSH keys for secure authentication on supported NE
types, and a task manager for password distribution and creation, download, activation, and
deletion of public / private keys.

ESW Management

Provides a number of Embedded Software (ESW) Management related features such as an
overview of all ESW installed in the network, an ESW distribution wizard to allow easy ESW
distribution and upgrade to new releases, a job management definition dialog, and a task
management dialog to supervise scheduled, running, and finished ESW distribution tasks.

2.3.5 System

The System menu calls
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» the Event List (legacy application) table, which lists all major system events and activities
carried out by the FOXMAN-UN applications kept in the FOXMAN-UN database. Up to
100,000 events can be stored. The overflow is saved into history files.

» the Remote Admin Tool; this tool is used to set up redundancy by activating a main/standby
setup. Also refer to Standby System.
It is also used to:

- manage server machines to connect from the client,
- define database backup plans,
- manage database backups,
- manage licenses,
- manage authentication keys for secure connection to FOX61x nodes,
- start and stop FOXMAN-UN services.
» the Remote Executor; this tool is used to execute scripts for various administration functions.

» the Metrics Database, an integrated third party application that provides you with means to
create a variety of graphs out of collected performance monitoring data.

Options

The Options menu provides access to the following functions:
» Preferences (Global Preferences)
Provides a number of preferred GUI parameters that can be set for
- Maps: use of new map and graphic symbols style;
- Colors: use of a new color scheme, and selection of colors for alarm categories;
- Tunnel Editor: enable or disable the option to show LSP graphs;
- Tables: Enable or disable automatic column resizing;
- Look & Feel: select a GUI theme, and enable or disable enhanced contrast.

Table Filters

Any table present in the GUI has either a filter feature built in by default, or the filter can be
enabled/disabled by pressing “CTRL-F” (STRG-F) on the keyboard. The filter feature supports
wildcards and regular expression patterns, which the user can select by pressing the search fil-
ter icon on the left hand side of the filter field.

Help

The Help menu provides access to the FOXMAN-UN Help viewer (Help) and displays the soft-
ware version of the installed FOXMAN-UN (About).

NEM Configurator

General

The NEM Configurator allows defining the network to be managed as well as setting up the
security system.

The NEM Configurator is implemented in the style of a browser showing a tree panel on the left
and a details panel on the right. Below is the Activity List.

All configuration functions can be accessed via context menus either from the tree or the details
panels.
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lf NE Browser | Role Based Access Control |

[ nemsrv (172.31.41.200) +|:| Mame |  Addressing | Alarm State | Operational State | Supervision | Agent Nill
3 Domains JNE_80  IP:192.168.3.106 Cleared Manageable on Agent-1 |« |
[} ENP-Nodes |NE_82  IP:192.168.3.122 Cleared Manageable on Agent-1
D NP-Nodes NE 83  IP:192.168.3.131 Cleared Manageable on Agent-1
¢ [J Agents
D Agent-1 - Running
¢ [ Maps
o [ Morth |
[y Foreign Objects [~
[} sNMP security Profiles : d I | [b]
| :|Entries: Total 3 Filtered 3| Selected 0
User | Host | Log Time '1| Managed Object | Agent | Event 1]
nemadm nemsrv.... 2019/07/05 -12:12:20 NE_80 Agent-1  Notification Messages Received =
nemadm nemsrv.... 2019/07/05-12:11:40 MNE_80 Agent-1  Missing Multiple Notification Messages =
nemadm nemsrv.... 2019/07/05 - 11:58:06 ME_83 Agent-1  Notification Messages Received
nemadm nemsrv.... 2019/07/05 -11:57:26 NE_83 Agent-1  Missing Multiple Notification Messages
nemadm nemsrv.... 2019/07/05 -11:48:50 MNE_80 Agent-1  Motification Messages Received
nemadm nemsrv.... 2019/07/05 - 11:48:10 ME_80 Agent-1  Missing Multiple Notification Messages
nemadm nemsrv.... 2019/07/05 - 11:33:54 Agent-1  Element Agent running
nemadm nemsrv.... 2019/07/05 - 11:33:54 Agent-1  Polling started |
nemadm nemsrv.... 2019/07/05 -11:33:53 Agent-1  Notification server started |
Figure 14: NEM Configurator
In a second tab, the NEM Configurator provides the means for management of role-based
access control (RBAC). This dialog provides
* management of security domains,
» predefined security profiles,
» user creation and management and roles assignment, and
* roles management for system roles and user-defined roles.
Also refer to section 3 "Security Administration" for more details.
2.4.2 NE Browser
2421 General
Defining the managed network consists of configuring the agents which are responsible for the
communication with the network elements and then assigning the NEs to them. If required, For-
eign Objects have to be created.
2422 Standard Procedure
Usually the specific details of the management network have been compiled in the form of name
lists and address lists for agents and for their network elements. It is then a matter of entering
these data while creating the agents and assigning the network elements.
2423 NE Discovery

For the instances where the network elements in the field are not known, FOXMAN-UN offers a
discovery tool.

For a selected agent, this tool scans the specified address range and automatically creates the
discovered NEs in the FOXMAN-UN database. It generates a name that contains a date / time
stamp. This name can then be modified as required.
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Figure 15: NE Discovery Request

This way the FOXMAN-UN operator can quickly populate the database. The remaining task is
the renaming of the network elements.

2424 NEs of Type ‘Foreign Objects’
NEs of type Foreign Object are defined by name, description (Location and Tag) and TTPs
(Trail Termination Points) which are required if sections have to be terminated at the FO.
If alarms are to be associated with a FO,

* ina FOX51x NE, use an ALCAR unit as physical alarm input, and configure alarms via the
FOX51x local craft terminal UCST;

» use alarm customization functionality with Port scope.

243 Security Configuration

Security elements to be configured consist of Domains, Users and Roles. For details about the
security concept refer to 3 "Security Administration”.

244 Fault Management

The NEM Configurator gives limited access to the alarm situation in the managed network. The
following functions are available if the appropriate access rights exist:

» Alarm Status per NE or for the complete managed network

» Alarm List per NE or for the complete managed network

* Alarm acknowledgment

For FOX51x NEs, alarms can also be accessed via the Hardware Views.

For FOX61x NEs, currently active alarms can also be accessed via the Alarm tab of the
FOXCST GULI.

245 NE Configuration Management

The relevant configuration tool (FOXCST or UCST) can be opened for any NE in the managed
network. Configurations can be modified if the appropriate access rights exist.
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2.5

2.51

2.5.2

|I| Please note:
FOXCST and UCST are configuration tools for NE types FOX61x and FOX51x,
respectively.

Operational Aspects

The following actions are possible if the appropriate access rights exist:
» Stopping and starting of agents,

» Stopping and starting the polling of specific NEs,

» Request forced polling of specific NEs.

NEM Network Browser (legacy application)

General

The NEM Network Browser is used to create a set of graphical representations of the managed
network called maps. Each network element, Foreign Object or System NE is shown as a sym-
bol. Traffic and clock connections between the elements can be shown as lines and are called
«Sections».

Maps - Group Maps

A hierarchy of maps can be built by using group maps. A group symbol on a map represents a
sub-map that can contain again all types of symbols. Double clicking a group symbol opens up
the group map in an additional window. In this way a large network can be structured and the
elements on a map can be limited to a reasonable number. Such a map structure could start at
a national level containing only group symbols of the regions, continuing with groups showing
cities and finally NEs.

There is no practical limitation to the number of levels that can be defined, or to the number and
type of symbols used on each level.
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Figure 16: Maps - Group Maps

It is possible to define several maps for the same network according to topology, application, NE
type, or any other criteria. Any NE can be placed in more than one map.

253 Symbols

2.5.31 Standard Symbols

The set of symbols is part of the FOXMAN-UN standard installation. Further customized sym-
bols can be created by the user and imported. The symbols to be imported have to be created
in the PNG format. A new map style provides additional, new symbol graphics in addition to the
legacy graphics of earlier FOXMAN-UN versions.

MNm
MmE
A=

é =
WL ®ro
[55] Group 8 Group :
L1 System : O System

Figure 17: Standard legacy and new NE Symbols
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2534

254

Once placed on a map, each symbol is shown in one of several colors representing its alarm
state. The alarm colors of all types of symbols are propagated to their group symbol if it exists. If
for instance all group symbols on the main map are shown in green, this means that no element
contained in that map structure has active alarms.

For more information on the display of alarm information refer to 4 "Fault Management".

Cut and Paste

The operator can, in the map “Edit” mode, using just the mouse, move symbols between main
and group maps with a «Cut and Paste» function.

Find Symbol Facility

In a large map structure containing many levels of group maps it can be difficult to find a specific
symbol. The «Find Symbol» function locates a symbol (NE, FO, group or system) anywhere in a
map structure by opening the relevant group map if required and scrolling the view till the sym-
bol is in focus.

Alarm Indication

The highest severity of all currently active alarms in a network element is indicated by its color.
There are five different severities, with the color green showing a no alarm situation in legacy
style.

With the new map style, a no alarm situation is indicated with a non-colored node or NE.

Additionally three flags show a «Polling stopped» situation, a «NE unmanageable» situation and
the highest severity of all unacknowledged alarms. With the new map style, the flags have a
slightly different graphical design; e.g. the highest severity of all unacknowledged alarms is
shown with a specific symbol and color. The figure below shows examples of NE alarm flags for
the severities “None”, “Warning”, “Minor”, “Major”, and “Critical’”.

o ! ! A
ED ED ED ED ==

Fa
NE_80 NE_80 NE_80 NE_80 NE_80

A

Figure 18: Examples of Alarm Flags and Message Flag

The map style and the alarm colors can be determined in the global preferences (see 2.3.6
"Options").

Messages

NEs and FOs can have messages attached to them, e.g. for passing information from one oper-
ator to the next. Symbols that have a message attached are marked with an asterisk beside
their name. The marking is propagated upwards through the map structure. Group symbols
show an asterisk and the number of messages present in the structure below. With the new
map style, messages are indicated with a balloon icon (also see Figure 18).
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A section represents a physical interconnection between two NEs or between an NE and a FO
(foreign object). It is based on the configuration data of the NEs and FOs.

A section is shown as a colored line on a map. Sections are created using the «Section Man-
agement» dialog, which lets you fill in all the details.
The line color indicates either inactive operational state (gray) or when active, the highest alarm
severity of the sections.

]

Please note:
The file /opt/nem/etc/sectionalarmmapping.cfg is a NEM configuration file which

allows customer-specific section alarm mapping. It allows you to specify if an alarm
affects or does not affect a section. For details, please refer to section 11.3 “FOX-
MAN-UN Configuration Files” of the user manual “FOXMAN-UN under Linux”.

]

Please note:
The section status is not immediately updated with alarms, e.g. it may take a delay.

The operator can display the section details including circuits or trails running over the specific
section simply by double clicking with the mouse to call the «Section Management» dialog. The
dialog displays details of the section showing:

Cost,
Type of media,
A and Z end NEs,

section ID,

User-defined section name,
Transmission capacity (layer rate),

A and Z end TP labels,

Alarm state (via coloring).
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File Edit Help
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@ Delete
<] I | [»] |
Entries: Total 3 Filtered 3 Selected 1

Figure 20: Section Management

nemsrv

Figure 21: Map Sections

2.5.6 Map Background

The default map background is no image. A customer specific high resolution background

images can be added by the operator. The background images to be imported must be pre-
sented in the JPG format.
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Figure 22: Imported Map Background

2.5.7 Security

User access to individual maps, to individual elements on a map as well as authorized functions
for a user are defined by the security system. This is configured using the NEM Configurator.

2.5.8 Fault Management

The NEM Network Browser gives access to the alarm situation in the managed network. The
following functions are available if the appropriate access rights exist:

» Alarm status per NE or for the current map,
» Alarm list per NE or for the current map,

* Alarm acknowledgment,

» Alarm summary for the current map.

For FOX51x NEs, alarms can also be accessed via the Hardware Views. For FOX61x NEs, the
alarm list of a specific NE is accessed via the context menu of that NE in the map.

259 Configuration Management

The relevant configuration tool (FOXCST or UCST) can be called for any NE in the current map.
Configurations can be modified if the appropriate access rights exist.
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Managed Objects

FOX51x Hardware Views

NEM GRAPHICAL USER INTERFACE

The FOX51x hardware views are supported only with the FOXMAN-UN client for Windows®.
FOXMAN-UN provides several levels for the visualization of alarms in the FOX51x NEs.

(2 NE_UL01 (unemadm/mekmida)
Canfiguration Faull Management

w| NE view

- FOXSIS

7 (6| 9[10f1]rz]13

Alam State I
Operational State:  Manageable

Agent LaNT

Location 12189

P Address 172161.20

Tay

NE_U_01 (unemadm/mekmidz),
Slot Number: 19 SW Version: RS
Equipment Name:  LOMIF e oris

{Boad] £1oerz |

Sub Units

| Unit view

Layer/Sub-Unit Ig: E12/P12 -1

Equipment Name: LOMIF

Alam State
— Sub-Unit Alams.

SW Version RS Alarm Customisation.

Localisation |_Fault Cause

5

Help

Figure 23: FOX51x Hardware Views

Hardware View NE

LOMIF <195 2Mbit/s=1/ P12 Loss of CAS MF | &1

== Subunit view

The operator can display the FOX51x hardware view by double clicking on the corresponding

FOX51x symbol.

The hardware view displays the NE subrack with the appropriate units inserted in the appropri-

ate slots as it is actually installed giving:

¢ NE attributes,
* NE alarm state (color),
¢« NE alarm text,

* The alarm state (color) of each individual unit.

Hardware View Unit

By double clicking on a specific unit, the operator gets all details for the selected unit such as:

e Unit attributes,
e Unit SW Version,
* Unit alarm state (color),
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* Unit alarm text,
* The alarm state (color) of each individual subunit.

Hardware View Subunit

By clicking on a specific subunit, the operator gets:

* Subunit alarm state (color),

* Subunit alarm text,

» Access to all subunit status information like slip counters and status of signaling bits.

FOX61x Views

FOXMAN-UN provides several levels for the visualization of alarms in the FOX61x NEs.

The NE level alarms are shown in the AP tree of the FOXCST with an NE icon color that corre-
sponds to the alarm severity.

Please refer to FOXCST User Manual for details. The FOXCST User Manual is part of the FOX-
61x technical documentation.

NEs of Type Foreign Object

Foreign equipment is not managed by FOXMAN-UN, but can be displayed as NES with foreign
object symbols on the maps.

Using a special alarm collecting unit ALCAR in a FOX51x NE, alarms and also commands can
be associated with foreign objects. These alarms will then not be treated as belonging to the NE
where the unit is located, but are shown as part of the relevant FO. The alarms can be custom-
ized to be visible on FO.

Event List (legacy application)

File View Help

! |HE]

User | Host Log Time 1| Managed Object | Agent Event Il
nemadm nemsrv.... 2019/07/05 - 14:55:50 NE_80 Agent-1 Notification Messages Received =
nemadm nemsrv.... 2019/07/05 - 14:55:10 NE_80 Agent-1 Missing Multiple Metification Messages =
nemadm nemsrv.... 2019/07/05 - 12:12:20 NE_80 Agent-1 Notification Messages Received
nemadm nemsrv.... 2019/07/05 - 12:11:40 NE_80 Agent-1 Missing Multiple Metification Messages
nemadm nemsrv.... 2019/07/05 - 11:58:06 NE_83 Agent-1 Notification Messages Received
nemadm nemsrv.... 2019/07/05 - 11:57:26 NE_83 Agent-1 Missing Multiple Notification Messages
nemadm nemsrv.... 2019/07/05 - 11:48:50 NE_80 Agent-1 Motification Messages Received
nemadm nemsrv.... 2019/07/05 - 11:48:10 NE_80 Agent-1 Missing Multiple Netification Messages
nemadm nemsrv.... 2019/07/05 - 11:33:54 Agent-1 Element Agent running
nemadm nemsrv.... 2019/07/05 - 11:33:54 Agent-1 Polling started
nemadm nemsrv.... 2019/07/05 - 11:33:53 Agent-1 Notification server started
nemadm nemsrv.... 2019/07/05 - 11:33:47 ENP synchronization finished
nemadm nemsrv.... 2019/07/05 - 11:33:44 ENP synchronization with database cleanup started
nemadm nemsrv.... 2019/07/05 - 09:40:50 NE_80 Agent-1 Notification Messages Received
nemadm nemsrv.... 2019/07/05 - 09:40:10 NE_80 Agent-1 Missing Multiple Metification Messages
nemadm nemsrv.... 2019/07/05 - 09:33:36 NE_83 Agent-1 Notification Messages Received
nemadm nemsrv.... 2019/07/05 - 09:32:56 NE_83 Agent-1 Missing Multiple Metification Messages
nemadm nemsrv.... 2019/07/05 - 08:48:20 NE_80 Agent-1 Notification Messages Received
nemadm nemsrv.... 2019/07/05 - 08:47:40 NE_80 Agent-1 Missing Multiple Metification Messages
nemadm nemsrv.... 2019/07/05 - 08:16:20 NE_80 Agent-1 Notification Messages Received -
nemadm nemsrv.... 2019/07/05 - 08:15:40 NE 80 Agent-1 Missing Multiple Notification Messages =

Figure 24: Event List (legacy application)

The Event List provides a list of all the activities being carried out by the FOXMAN-UN applica-
tion, and events that have occurred. It provides details of all actions and responses which have
occurred between the FOXMAN-UN and the network. For each action initiated by the applica-
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tion, an indication is provided as to the type of action, the user and workstation where the action
was initiated and the time/date stamp when the action occurred.

The information displays in the NEM Configurator’s Activity List at bottom panel is the same as
the information displays in the NEM Desktop - System - Event List.

Entries in the Event List can be sorted, filtered, searched, exported, and printed.

A System Events list is also available in the browser-based Ul. It can be opened in browser-
based applications from the “System Events” icon in the top selection bar.

System Events X

AlL 571in total

Showdatafor () Last24h (O Last7 days Q Last30 days Summary 4
Entities System Event(s) in Application
7 [d 571
AlL(STY) Sortby: LogTime ~ ~ @ b All User System
System Event Type Scope User Managed Object Host Log Time
Info (571)

Crypta configuration created withseg... [ 1] Info System = CE 491092686211 chbrn 2025/08/05 - 16:37:34

Crypto configuration created withseg... 1] Info System - CE491092686211  chbrn, 2025/08/05 -

Synchronization finished successfully [1] info System - CE 491092686211  chbrn.

Crypta configuration created withseg...  [1] Info System = CE 491092686211 chbrn

Crypto configuration created withseg... 1] Info System - CE491092686211  chbrn, 2025/08/05 -

Crypto capability activated [ Info System - P20z chbrn. 2025/08/05 -

Detected in Key Manager D Info System = FU 49109268621 chbrn 2025/08/05 - 16:3

Crypto capability activated [ Info System - TP 2101 chbrn 2025/08/05 -

Crypto configuration created withseg...  [1] Info System - CE 491092686071 chbrn. 2025/08/05 - 16:35:26

Synchronization finished successfully [1] info System - CE 491092686011 chbrn. 2025/08/05 - 16:35:26

Rows: 571 | Selected: 0 Presets: Al | [T]

Figure 25: System Event List (browser-based application)

Copyright 2025 Hitachi Energy. All rights reserved. 38



FOXMAN-UN | SYSTEM DESCRIPTION SECURITY ADMINISTRATION

3

3.1

3.2

3.21

Security Administration

General

FOXMAN-UN security is a very flexible system based on identity and access control commonly
known as AAA (Authentication, Authorization and Accounting).

Authentication is based on the operating system as well as on the FOXMAN-UN application. A
user is identified on logging into the workstation or PC. A second identification takes place
before a GUI can be connected to the FOXMAN-UN database.

Authorization occurs by the means of roles assigned to each FOXMAN-UN user (RBAC), or
user privileges and profiles (DAC, legacy). A user is authorized or not authorized to perform the
defined FOXMAN-UN functions.

Accounting consists of the activity logging capabilities of FOXMAN-UN. All security operations
(amongst others) are logged and stored in history files for later auditing.

|I| Please note:
FOXMAN-UN Security elements are described in details in the following sections of
the “FOXMAN-UN NEM Help System” User Manual:

— chapter “NEM Configurator - Role Based Access Control”,
— chapter “SNMP Security Profile - Create/Properties,
— chapter “Security Configuration”.

Role-based Access Control (RBAC)

RBAC has been introduced with system release R17A. It provides user permission control via
roles assigned to a user.

System Roles

The following system roles are predefined:
* Viewer,
» Operator,
* Engineer,
* Installer,
» Secadm (Security administrator),
*  Rbacmnt (RBAC management).
Each of these roles has an access permission level assigned for each specific function cate-
gory.
Access permission levels include:
* No access,
* Read access,
* Full access,
» Disabled,
+ Enabled.
Function categories include the following areas:
* Network engineering:
- Section management,
- Network design,
- Traffic engineering,
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3.2.2

3.3

3.4

- Node aggregation,

- Ethernet security management,
- Remote execution.

Network monitoring:

- Service supervision,

- Performance monitoring,
Alarm configuration,

Alarm management.
System management:

Role based access control,
Credential management,
Remote administration,
Administration.

Node management:

- Node restore configuration,
— Profile & CPS management,
- Software management,

- Node access Information,

— Node access maintenance,
— Node access manager,

— Node access session manager.

User Defined Roles

Individual user-defined roles can be added with a name and description, and with access per-
mission levels for function categories and areas in accordance with the operator’s specific
requirements.

Administrators

FOXMAN-UN has two types of administrators who can set different levels of user security.

Workstation & Linux System Administrator

Is typically from the computer systems department and has the responsibility for creation and
deletion of workstation users at the Linux level.

FOXMAN-UN Administrator

In general, FOXMAN-UN administrators are responsible for:

- Defining the domains and their managed objects;

- Defining the user roles;

- Assigning roles to FOXMAN-UN users created by the Linux system administrator.

Using the system roles and user-defined roles, the security administrator can create various
function levels for administrators and operators and make them valid for all or only part of the
managed network via the domains.

Network Partitioning

Using the domains, the network can be divided into a number of security areas. Users can be
allocated one or several domains for specific functions.

The domain allocations can be made for a limited period. This feature can be used to cross net-
work partitions for backup purposes, holiday assignments, and so forth.
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4

4.1

4.2

4.2.1

4.21.1

4.21.2

Fault Management

Introduction

The key requirement of any Network Management system is to detect any faults, inform the
operator, and provide the means to take appropriate actions to remedy the fault.

Fault Management in FOXMAN-UN can be subdivided into two areas:
* Alarm Handling,
» Status Monitoring.

Fault Management is one of the main menu entries in the NEM Desktop. The fault management
menu provides the functions:

* Alarm Summary,

e Alarm List,

* Alarm History,

* Alarm Customization.

The resulting lists from each of these functions can be filtered/sorted as well as printed or
exported for further analysis if required.

The Alarm List can also be called from both the NEM Configurator and the NEM Network
Browser from a specific NE.

Alarm Handling

General

The first instance in the handling of alarms is the NE. Alarms are generated there and then
handed over to the FOXMAN-UN.

The NE continuously monitors its input signals and detects if any of them are missing or faulty.
Any alarms that are generated as a result of this supervision are stored in the on-board Log-
book. They are then uploaded from there by FOXMAN-UN during the next poll of the NE and
presented to the operator.

Alarm Notification

The FOX61x and FOX51x families have the capability to signal to the FOXMAN-UN the pres-
ence of a new alarm. Upon generation of a new alarm the NE sends a notification to the FOX-
MAN-UN, which in turn polls the NE out of sequence. This speeds up the reporting of alarms
while at the same reducing the amount of traffic in the management network.

FOXMAN-UN likewise can handle alarms that include delayed creation, external indication via
an external device, and sending alarm notifications via email.

Main Functions

Alarm handling in FOXMAN-UN provides the following main functions:
* Alarm Summary,

» Alarm List,

* Alarm filtering,

* Alarm acknowledgment,

* Alarm localization,

» Section alarms,

» Alarm notification for Foreign Object alarms,

» Alarm notification via E-mail,
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42.2

4.2.2.1

4222

* Alarm Escalation,

»  Work Instructions,

e Alarm printout,

* Alarm Customization:

- Changing of fault cause text and severity for all or selected NEs, for all or selected units
and /or subunits,

- Intermittent alarm blocking,
- Alarm OFF setting for undesired alarms.
» Alarm history,
* Activity history,
» Logbook function,
* Loss of communication alarm (Network Management System to NE).

Alarm Summary

Alarm Summary Display

The Alarm Summary gives an overall view of the alarm situation for the total network (from the
NEM Desktop) or within a map (from the NEM Network Browser, or from the expanded Alarm
Summary). It shows the number of currently active alarms for each severity as well as the num-
ber of cleared but not acknowledged alarms.

File Edit View Help

a s @
I 0
o -]
0 121

Figure 26: Alarm Summary, Shrunk Display

When the network elements are polled, or if notifications are received from the network ele-
ments, the operator is notified of any new alarms via the Alarm Status as follows:

* Increase of the counter for the appropriate severity;
» Blinking of the appropriate counter and colored toggle;
* Audible alarm (if enabled).
For each alarm counter the appropriate alarm list can be called with a double click of the mouse.
The alarm summary window can be shrunk or expanded. When expanded, it shows the alarm
counts including the severity labels.
File Edit View Help
1| |88 |+ E
critical [ major 0 Minor 0 warning B ndeterminate 0 Cleared 121

Figure 27:  Alarm Summary Full

Alarm Status Filter

The blinking of counters and the audible alarm can be customized via the alarm summary
options. Blinking and audible alarm can be enabled down to and including a user definable
threshold severity.

Default is blinking enabled for all severities included «Cleared» and audible alarm disabled.
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4.2.2.3

423

4.2.3.1

Alarm Severities

FOXMAN-UN supports five alarm severities according to TMN standards. They are indicated
using the following colors:

Table 2: Alarm Severities

Severity Displayed Colour
Critical Red

Major Orange

Minor Yellow

Warning Blue

Indeterminate Light Blue

In addition green is used for a no alarm situation and for alarms with customized severity «Off».
«Cleared» alarms are colored pink in the alarm summary.

Alarm Customization

Global

The alarm behavior can be adapted to the requirements of the network operator.
A customized alarm can be defined for the following scopes:

« on a Network level (a customization is valid for the selected unit in the entire managed net-
work);

» on a Domain level (a customization is valid for a selected unit in a domain);

« onan NE Type level (a customization is valid for a selected unit in all NEs of one type);
» on an NE level (a customization is valid for the selected unit of one or several NE(s));

» on a Port level (a customization is valid for the selected unit in a specific slot of an NE).

The customized alarms (including those generated via the hardware views) are listed at the top
of the dialog indicating

» Scope,

» Selection,

e Unit,

* Location,

* Old Alarm Text (FOXMAN-UN default alarm text),
» Old Severity (FOXMAN-UN default severity),

* New Alarm text (modified alarm text if applicable),
* New Severity (modified severity if applicable),

» Transfer to FO (applicable to Port Scope only),

* Intermittent Period,

*  Work Instructions.
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File Edit View Option Help

0] [#]

Scope Selection Unit | Location | Old Alarm Text | Old Severity | MNew Alarm Text | New Severity | Transfer to FO| Period | ‘.“.forklnstructions|||—|

NE Type FOXG615 FAMO1 External Alarm-1 External Alarm-1  Minor

(=)

4

Select Scope [Network |v|  unit FAMO! ~|

Old Alarm Text |ExternaIAIarm-1 |v| New Alarm Text |D00r0pen | .
Old Alarm Severity [T IR New Alarm Severity |Major | v |

Work Instruction Close the door to prevent overheating!

Intermittent Period sec

[ ] Use Template

Figure 28: Alarm Customization - Global

The Alarm Customization templates ease the creation steps of Alarm Customization. There are
4 types of templates that the operator can create:

* Alarms & Severity,
*  Work Instructions,
* Unit Alarms,

e Unit Port Alarms.

The operator can use these templates when creating customized alarms. The Unit Alarms and

Unit Port Alarms templates can be used to create multiple customized alarms for a specific unit
or port.

4.2.3.2 Units/Subunits

The default settings for fault cause text, severity and intermittent alarm blocking can also be
modified individually for each alarm on a unit and subunit level. The customization dialog is

called from the hardware views (FOX51x network elements only; FOXMAN-UN client for Win-
dows® only).
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|+ NE-01-001-13h28m49s (nemadm/gandalf)
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T Action
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Eefresh |
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Copyright 2025

Figure 29:  Alarm Customization - Unit and Subunit Level

Alarm customizations are clearly marked in the list and can be easily found again. They can be
returned to default settings by the push of the Revert button.

Intermittent alarm setting

The FOX51x family of network elements register any alarm lasting more than 200 ms. During
the commissioning phase or while field work is in progress a lot of intermittent alarms may be
created which disturb the routine supervision of the network. For such situations, FOXMAN-UN
allows filtering the alarm so that only one occurrence during a user definable period can be

reported.

The hardware views show all units and subunits which contain customized alarms marked with
an «M». This applies also if the customization has been done on a global or NE level (see

below).
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4233

4.2.4

4.2.5

Configuration Fault Hanagement Help
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Alarm State: _ — NE Domains

Operational State: Mot Manageable Tlomain

Agent: FOXS1x orth =
Location:

IF Address: 172,31.38.69 -
Tag:

ﬂl FOXMAN-UN

Figure 30: Alarm Customization - Hardware View

III Please note:
Customizations created from hardware views take precedence over those created
via the global customization.

Severity «Off»

During installation and commissioning it can be desirable to temporarily to prevent certain
alarms from being reported. This is achieved by modifying the default alarm severity to «Off».

FOXMAN-UN can be configured to either completely ignore alarms which have their severity set
to «Off» (default configuration), or to indicate and log them as normal alarms with the severity
«Offy.

Alarm Flooding Protection

As a protection from a build up of outstanding unacknowledged alarms or from sudden surge of
intermittent alarms, FOXMAN-UN can auto acknowledge alarms.

In auto acknowledge mode, cleared alarms are automatically acknowledged and then moved
from the database to the alarm history.

It is also possible to define the maximum number of alarms per NE to be held in the database. If
this number is exceeded, any cleared alarms are written to the alarm history and removed from
the database. In this way the application can protect itself from overload conditions.

Foreign Object Alarms

Foreign Objects can be assigned alarms generated at the inputs of a special FOX51x unit called
ALCAR. These alarms are not reported as belonging to the FOX51x, they are directly associ-
ated with their foreign object. Fault cause text and severity and alarm input number are defined
via the FOX51x configuration.
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4.2.6

427

4.2.7.1

4.2.7.2

Foreign object alarms are handled the same way as alarms of the NE type FOX51x.
FOX61x NEs do not offer a corresponding alarm collection unit.

Alarm Localization

When an alarm appears, the operator can easily and quickly localize the fault on the graphical
representation of the network. The NEs and sections (links between NEs) reflect their alarm
state by the color of their symbols on the map.

The color propagation of an alarm through the hierarchy of the maps allows the operator to intui-
tively follow the alarm down to the lower maps and finally, via the hardware views, to the chan-
nel, port and card level.

Alarm List

By default the alarm list displays all outstanding, acknowledged and unacknowledged alarms
except those with severity.

The Alarm List dialog displays all outstanding, acknowledged and unacknowledged alarms
except those with severity «Offy.

The alarms of the current FOXMAN-UN user’s managed network are filtered according to where
the alarm list is called from:

» All alarms of the total managed network;

» All alarms of all NEs belonging to a specific map;

» All alarms of selected service(s);

» All alarms of a single severity in the total network;

» All alarms of a single severity belonging to a specific map;
* All alarms of a single NE;

» All alarms of the system.

File Edit View Help

) | F Show Source... | 5
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NE_172.31.38.67 V5 Interface Out Of Service NE_172.31.. 2000/01/01 - 01:00:10 Junit-9fv5i... Major g
NE_172.31.38.67 Internal Communication Channel Fault  NE 172.31.. 2000/01/01 - 01:00:10 Junit-9fpor... Major C
NE 172 31 3867 |Unit Not Available ___________[NE 17231 _[2016/10/03-09:32.40] ______Junit-7 __|Critical _[C
NE_172.31.38.67 Cessation of flags on C-chan TS16 NE_172.31.. 2000/01/01 - 01:00:12 Junit-9/link... Major o
NE_172.31.38.67 Cessation of flags on C-chan TS16 NE_172.31.. 2000/01/01 - 01:00:12 Junit-9/link... Major g=
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NE 172.31.38.67 General Software Al € Alarm Properties... |1..2000/01/01 - 01:00:11 funit-0 (IP.. Major a
eIV & scknowiedse [

Entries: Total 165 Filtered Open Source NE  »

Figure 31: Alarm List

Alarm Acknowledgment

Single alarms or a group of alarms can be acknowledged in a single step. Acknowledging a
cleared alarm will remove it from the database and write it into the alarm history.

Alarms Properties

Alarm properties are available for each individual alarm, providing information such as:
* Fault Cause,

¢ Work Instructions,

*  Comments/Predefined Comments,

* Location of a fault down to subunit level,
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» Severity,

* Alarm Status,

e Alarm Type,

* Alarm On/Off Time,

» Alarm On/Off Acknowledge (by whom and when it was acknowledged).

General Details

NE Location

C Unequipped
Fault Cause

Work Instructions

Comment

Predefined Comment No Confirmation |v

No Confirmation

Confirmation of Observation
Confirmation of Repair Activities
Confirmation of Complete Repair

YOK [ Ghwoy || X cance

Details

Localisation funit-18/eosfecs-10/eos (VC12)
Severity Major

Status Outstanding

Type Communication

TP (Slot/SubSlot/PortTTP/Channel)  18/6/10/0/0

On Time {(NEM Logged Time) 2018102426 - 16:23:32 (2018/02/26 - 16:23:54)
Off Time {(NEM Logged Time) -(-)

On Acknowledged (operator) 2018/02/28 - 10:04:22 (nemadm)

Off Acknowledged (operator) -(-)

o] (G | [ Koo

Figure 32: Alarm Properties

The operator can acknowledge each alarm individually and add a comment or select from one
of the Predefined Comments, to give other operators further relevant information of the problem,
and the steps that were already taken, or are being taken.

4.2.7.3 Alarm List Printout

FOXMAN-UN allows an operator to send selected or filtered alarms of an alarm list either to a
printer or to a file. Files are text files of the type CSV containing separators which can be
opened and analyzed further using a spreadsheet application.
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4.2.8 Section Alarms

Sections display selected alarms generated by the subunits of their endpoints. The color of the
section is modified to reflect the highest severity of the active alarms. Only alarms indicating
affected traffic are shown, e.g. «AlS received» (minor), «<BER > 1E-3» (major), «BER > 1E-5»
(minor), «Loss of Signal» (major).

429 Alarm Email Notification

For each domain, alarm notification can be done to a email address specified in the domain
properties. The operator can specify whether he wants to include system alarms, and the mini-
mum level of severity to be notified.

4210 Alarm Escalation

The FOXMAN-UN'’s special handling of alarms include creation of delays from the alarm occur-
rence before activating the alarm, turning on an external alarm indicator or sending alarm notifi-
cations via emails.

4.2.11 Alarm History

To analyze the network quality over a long period, FOXMAN-UN generates appropriate alarm
and activity histories.

All acknowledged and cleared alarms that are deleted from the Alarm List are written to the
Alarm History, which can be analyzed and archived.

Similarly, all activities displaying successful or unsuccessful FOXMAN-UN procedures are writ-
ten to the activity history which can be analyzed and archived.

42111 History File Cycling

To prevent history files from growing too large and slowing down overall system performance,
one file is created per 24 hour period. A maximum of 30 history files (covering a period of 30
days) are kept in the system. History files older than 30 days are automatically removed.

FOXMAN-UN allows modification of the length of the standard history period of 30 days.

42.11.2 History Data Retrieval

Alarms or activities can be retrieved from the history for a user definable date and time period
which can span the whole of the 30 day history. In addition, filters can be set to efficiently han-
dle analysis tasks. The resulting filtered lists can be printed or saved to file.

4.2.12 Logbook Function

Each NE keeps a limited local history of its alarms in the alarm logbooks. FOXMAN-UN auto-
matically collects the alarms from these logbooks and presents them to the users.

The NE alarm logbooks can also be uploaded and displayed at the FOXMAN-UN workstation
using the respective configuration tool (FOXCST or UCST).

4213 NE Alarm Synchronization

The FOXMAN-UN also provides the capability to automatically synchronize the contents of the
database with the current alarm situation of the network elements. The synchronization can be
performed for all or only a selection of the managed network elements.
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4.2.14

4.2.15

System NE

A number of system alarms generated by the FOXMAN-UN management communication (via
the agents), the SNMP interface, the file system of the workstation (via the smtool) or the FOX-
MAN-UN Networking Package (if activated in the license key) can be displayed via the System
NE.

This pseudo NE can be placed on a map like a normal symbol. Its default name is the name of
the workstation where the FOXMAN-UN core is installed. Its color and blinking state are modi-
fied according to the system alarm state.

III Please note:
Some of the system alarms cannot be cleared automatically. They have to be
removed manually by the FOXMAN-UN user.

Trouble Ticketing

FOXMAN-UN allows referencing a trouble ticket on a per alarm basis. Each alarm in the alarm
list offers a comment field for this purpose, which can also be used for conveying further mes-
sages. The comment field is accessed via the alarm details menu in the alarm list.
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5

5.1

5.2

5.2.1

Configuration Management

Introduction

Configuration is clearly an important feature of any management system. The ease of use is
paramount if the efficiency and responsiveness of an operator to create, modify and expand the
network is to be guaranteed.

Configuration management is divided into 2 distinct parts:
* Network element configuration,
» Network configuration.

Network elements (NEs) are presented to the operator by a set of views through which he has
access to all the parameters, status monitoring, and diagnostic functions at the element level.

More than one network element can be accessed and worked on at the same time on the same
screen.

Bulk configuration tasks can be executed with the built-in task dialogs. For the following tasks a
separate dialog is available:

* NE password changes,
» Profiles and CPSs,
» ESW installation.

The automated network and service provisioning features are discussed separately under 7
"Networking Package" and 8 "Ethernet Networking Package".

FOX61x NE Configuration

FOXCST / FOXMAN-UN Look and Feel Similarities

The configuration dialogs for the FOX61x NEs are the same as the dialogs of the standalone
FOXCST GUIs. This permits an operator familiar with the standalone FOXCST GUIs to do NE
configurations from FOXMAN-UN without additional training.

The screenshot below shows an example of the FOXCST GUI connected to a FOX61x NE. The
NE is shown in the shelf view, with a presentation of the physical arrangement of the units in the
subrack.

Further views of the FOX61x NEs are:
¢ Tree view,

* Commissioning,

¢ Alarms,

* Cross Connections,

« Switching,

« MPLS-TP,

* Management Interfaces.
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5.2.2

5.2.3
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Figure 33: FOX61x NE Configuration (Shelf View)

Configuration Changes

The FOXCST GUI is called via the context menu of an entry in the NE list of NEM Configurator
or a symbol on a map. The FOXCST is started and automatically connected to the NE using the
selected user class.

Once connected, the configuration of the NE can be examined and modified if required. A
«Save to NE» command stores the configuration in the NE. Depending on the settings in the
“database.conf” and “tasks.conf” files a modified NE configuration is backed up immediately or
in regular intervals.

As a default, a maximum of five configuration backups are kept for each NE. If required, any of
these can be used for restoring a previous NE configuration. Restoring a previous NE configura-
tion can be initiated from the NEM Network Browser (legacy application) or from the NEM Con-
figurator.

Simultaneous Access

A FOX61x NE allows up to 16 simultaneous management sessions. One session is always
reserved for the session manager, the other 15 sessions can be used by other user classes in
any distribution, but only one session of class “Session Manager” is allowed at a time. More
than one simultaneous session of class “Manager” is thus accepted. It lies in the responsibility
of the connected users to avoid configuration conflicts.

However the acceptance of multiple manager sessions is essential in order not to block service
provisioning by FOXMAN-UN, i.e. FOXMAN-UN must be allowed to start a manager session to
any NE at any time. The session manager has the authority to terminate all active sessions
except his own.

NE Profiles

NE profiles are used to simplify the configuration of large numbers of units by using predefined
parameter sets with identical values. There are a number of different profile types available.

FOXMAN-UN provides a profile tool which allows creating or importing new profiles and down-
loading them to selected FOX61x NEs. Profiles can also be uploaded from NEs.
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5.3 FOX51x NE Configuration

CONFIGURATION MANAGEMENT

5.31 UCST/FOXMAN-UN Look and Feel Similarities

All configuration dialogs in FOXMAN-UN have exactly the same layout as the standalone UCST
dialogs. This ensures that an operator who knows how to configure NEs using the standalone
UCST is able to make the same configuration using FOXMAN-UN with a minimum of re-training.

The FOX51x hardware views are supported only with the FOXMAN-UN client for Windows®.

| + NE-01-004-10h01m32s (nemadm/mumintrollet)
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Figure 34: FOX51x NE Configuration

Amongst others, the configuration functions permit the operator to:
» see the function of a given unit (card) by placing the mouse pointer on it;

» set parameters of the Interface units (analogue, data, or transmission), down to what signal
level is to be defined or metering pulse, speed, etc.;

» configure cross-connections;

« establish conferences;
« define clock sources;

» define and initiate diagnostic functions (e.g. manual or periodic self tests, etc.);
» define equipment protection;
» define configuration profiles.
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5.3.2 Configuration Changes

5.3.2.1 General

To call the configuration tool UCST for a particular NE, the mouse pointer is placed over the NE
symbol and the context menu displayed via the right mouse button. Selecting «Configuration»
calls the UCST and opens the appropriate configuration file.

ME-0—pip L Hardware Wiew. .
Configuration...
Restare Configuration
#larm List..
Force Polling..
Message. .

sections...

Figure 35: UCST Configuration Tool- NE Menu

Updating the configuration

Once the network element configuration has been updated the operator has the following
choices:

* Full Download: Download the entire configuration to the network element, to change the
actual configuration with the newly defined one. This function is only used if the configuration
identifier or the configuration data in FOXMAN-UN differs to that in the network element. This
may occur if a field engineer has locally changed the FOX51x configuration.

A full download can disturb the traffic of some older UBUS units (bit errors, loss of frames,
etc) even if the relevant configurations remain unchanged.

» Partial Download: Download only the units that contain configuration changes to the net-
work element without disturbing traffic.

» Upload: Loads the current configuration from the NE and loses the configuration changes.

* Reset Configuration: Loads the configuration from the FOXMAN-UN database and loses
the configuration changes.

5.3.2.2 Simultaneous Access

More than one user can access the configuration of the same NE simultaneously. If any one of
them performs a download, all other users receive a warning message. It shows the identity of
the user responsible for the change:

Q The configuration has been changed by unemadm

[8].9

Figure 36: UCST: Configuration Mismatch
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5.3.2.3

5.3.3

5.3.4

Local Configuration Change

A system alarm «Automatic Configuration Upload Performed» is raised if the configuration of an
NE is changed locally and, as a consequence, is uploaded automatically to synchronize the
database.

Profiles

Profiles have been introduced to simplify the procedure of configuring many subunits with an
identical set of parameters across an entire network. Profiles are predefined structures with a
defined subset of parameters for functions of units. Profiles are managed via FOXMAN-UN and
CST for use in units with DSL or Ethernet functionality.

Inventory for FOX51x

FOX515, FOX512 provide detailed information on the units installed. The inventory view pro-
vides the units part number along with the Hardware and Software versions as follows:

InvVentory
Slot [Layer-Shu | Short Mame | Supplier P/ H# Yersion |Delivery Date | 5% Mame |5W Yersion
BF BFDO1 BFDEU 101 10141 R14 TS ===== =====
2  Board LESARG LESIF R1D00
5  Board STICE ROFBU 367 20042 P1B 05w4z2 STICH Reas0
11 Board COBUX ROFBU 367 10311 RZB 00wWos COEUX  RSE14
19 Board LOMIF ROFBU 367 10141 R14 93W30 LOrIF R5410
21 Board POSUS COZBU 110 1064 R14 oowsz  ----- —--—-
Get Print all FPrint List Close

Figure 37: FOX51x Inventory

The operator can get further details on a given unit by choosing the unit and pressing on the
Details button.
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Field Yalue
CU Type 7
Board D 292
HW - ey 1102
Short Mame STICZ
kdanufacturer 1D 124206
rlanufacturer P/ A30ADDOG
ranufacturer Sem 4101004720
Supplier PN ROFBU 367 Z00/2
HW “Wersion F1E
Delivery Date 054z
Customer 1D
Customer P/M
SW Mame STICH
SW Version Readn
BL Mame BL&~x
EL “ersion Reann
HW Change History 0342
Frint I Close

Figure 38: FOX51x Unit Detail Inventory

54 Network Configuration

To provision a network service, it is necessary:
» to change the configuration of 1 or more NEs in the network, and
» to ensure that the resulting configurations are mutually consistent.

5.41 Section Definition

CONFIGURATION MANAGEMENT

To create trails from one end of the network to another, it is necessary to define sections
between network elements. These represent the actual physical connections between two net-

work elements, within which logical connections can be defined.

Sections between network elements can be defined for different types of end node combina-

tions:

* NEto NE,

* NE to Foreign Object (FO),
* FOtoFO.

The operator can define the sections using the Section Editor:
The operator can define, modify, delete sections and launch the NP GUI for the specific section
using the «Section Management». This dialog gives a list of all existing sections.

For a new section, the «Create Section» dialog allows choosing the endpoints (NE and termina-
tion point), the layer rate and cost as well as specifying section name.
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5.4.2

5.5

5.5.1

Name  [NE_B80-NE_&3 | cost [ 10|
AENdNE NE_80 ZEndNE NE_83

AEnd TP |Unijta' | Slot | Label | Layer Rate Port Type Iﬁl ZEnd TP |Unita’ | Slot | Label | Layer Rate Port Type

CESM1 11 ESl-1 Clock Distrib... Ext. electrical CESM1 11 eth-3 CSMACD Et.. Bt electrical
CESM1 11 ES0-2  Clock Distrib... Ext. electrical CESM1 11 ESI-1 Clock Distrib... Ext. electrical
CESM1 11 eth-0 CSMACD Et... Ext electrical CESM1 11 ESI-2 Clock Distrib... Ext. electrical
CESM1 11 eth-4 CSMACD Et.. Ext electrical [+ |

Figure 39: Network Configuration: Section Creation

ME
M

CESM1 11 ES0-1  Clock Distrib... Ext. electrical | »

4

On a map, a section can be comfortably created in Edit mode using the NE context menu «A-
End Section» or «Z-End Section», which calls the Create Section dialog.

Once sections are defined these can be displayed and alarmed.

The “Open-Circuit” context menu launches the NP GUI for the specific section. The NP GUI will
show the circuits or trails going over the section.

By double clicking on a section on the Map the operator can obtain a detailed information of the
section.

End to End Configuration

By using the «Section Management» the operator can create the connections between the net-
work elements (including NEs of type Foreign Object). Once the sections have been estab-
lished, the operator can create end-to-end circuits configuring the network elements involved on
this circuit and make sure that the internal connection points over the cross connect are estab-
lished.

Creation of services (in the packet word, such as for MPLS-TP) or circuits (in the TDM world) is
supported by the respective network applications:

* MPLS-TP application (browser-based application) or Ethernet Networking Package (legacy
application) for VPLS and VPWS service creation, see 8 Ethernet Networking Package (on
page 81).

» Networking Package (legacy application) and TDM (browser-based application) for TDM ser-
vice creation and view, see 7 Networking Package (on page 73).

» Circuit Emulation (browser-based application) for ciruit emulation service creation and view,
see 9 Circuit Emulation (on page 100).

» Teleprotection (browser-based application) for teleprotection service creation and view, see
10 Teleprotection (on page 101).

* DCN (browser-based application) for management access and data communication network
manegement.

To ease this process, FOXMAN-UN allows the operator to configure several network elements
simultaneously. The input and output circuits and their characteristics can be defined, such that
the circuit can be established from one end to the other.

Configuration Tasks

General

Network-wide tasks as

* NE password tasks,

» Profile and CPS tasks,
» Credential Distrubution,
 ESW Management,
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5.5.2

5.5.3

+ ESW tasks (legacy),

are collected in an overview after having been defined in a task specific dialog (see below).
From this overview, existing tasks can be aborted, restarted, paused, resumed, or deleted.
Tasks can be executed immediately after task creation, or they can be scheduled to a specific
point in time.

The overview shows property and status information of all created tasks.

The tables from each of these tasks can be filtered/sorted as well as printed or exported for fur-
ther analysis if required

File Edit View Help

o]-]

# | MNE | Type | Description | Originator | Status | State | Schedule Time Repeated Progress | stalll
1. runscr... Metwork Align... nemadmi@... Complet.. 201802122 - 15.... 100% 2015 ~ |
2. runscr... Metwork Audit.. nemadmi@... Complet.. 2018/02/22 -15:... 100% 2018 _
3 runscr... Backplane Au... nemadmi@... Complet.. 201802122 - 15.... 100% 2018 |
4. runscr... Backplane Au... nemadmi@... Complet.. 201802123 -16.... 100% 2018
5. runscr... Metwork Align... nemadmi@... Complet.. 201802123 -16.... 100% 2018
a. runscr... Metwork Audit.. nemadmi@... Complet... 201802123 -16.... 100% 20182
1 Il | [ »]
Entries: Total 13 Filtered 13 Selected 1

Figure 40: Task View

NE Password Tasks

Passwords for NE access can be set or modified for selected NEs or for all NEs in a network.
This allows setting passwords for the different user classes.

File Edit View Help
2| #[u]»]=]a]

# | MNE | Type | Description | Originator | Status | State | Schedule Time | Repeated | Progress | stalll
1. NE Pa... Change NE P..jnemadmi@... |Schedul... 2018/03/22 -15:.. 0% -
4] Il D] |
Entries: Total 1) Filtered 1 Selected 1

Figure 41: NE Password Tasks

Profile & CPS Tasks

Profiles and customer parameters sets (CPS) can be loaded to selected NEs or to all NEs in a
network (FOX61x NE type only). Profiles and CPS are part of an NE configuration, but must be
loaded to the NE in order to fully configure the NE.
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File Edit View Help
e s sl
BEIEY

# | NE | Type Description Originator | Status | State | Schedule Time | Progress | Start TimeH
1 Frofiles... Complet... Failure  2012/04/10 12... 100% 2012/04/1. |~
1.1 H®E_L.. PFrofiles. .. Complet... Failure - 0% 201370471,
2. Frofiles. .. Complet... Success  2012/04/10 12... 100% 201370471,
3 Frofiles. .. Cumﬁlet... Success 201370471012, 100% 2013J04/1.1=
4, Frofiles. .. Complet... Success  2012/04/10 12... 100% 201370471,
3.1 ME_L.. Profiles... Complet... Success - 100% 20137041,
4.1 RME_L... Profiles... Complet... Success - 100% 2013704/ 1.
2.1 HME_Ll.. Profiles... Complet... Success - 100% 201370471,
B Frofiles... Complet... Failure  2012/05/08 10... 100% 2013/05/0.[&
q] Il I [¥]
Entries: Total 12| Filtered 12 Selected 1

Figure 42: Profiles & CPS Tasks

554 ESW Management

Embedded Software (ESW) running on units of Network Elements can be loaded from a file sys-
tem to the FOXMAN-UN database. From the database, ESW can be distributed to selected NEs
or to all NEs in a network via an ESW task based on a specified ESW distribution job definition.

This task distributes and/or installs ESW to the network elements.

A network overview lists all ESW installed in the network and allows the user to group the listing
by ESW name and version, by unit type, or by NE.

ESW distribution jobs and related tasks are created in a wizard providing different installation or
ESW upgrade options, including scheduled distribution, scheduled installation, and NE ESW
upgrade with minimized service interruption.

File Edit Help

Tasks
[@- Type here to filter table |
Name | Description | Originator|Predecessor...|Predeces...‘ Status ‘ Start Time | End Time ‘ Result = L[l
ESW Distribution Job_... nemadm (| Finished |2022/07/12 - 15:20:40 2022/07/12 - 18:30:42 ENELEEE VN (~
R16A -install RC3 in ... nemadm []  |Finished |2022/07/15 - 14115:26 2022/07/15 - 15:07:03 =
ESW Deletion nemadm | Finished 2022/05/30 -16:17:57 2022/05/30 - 16:21:28 Failed
Entries: Total 6 Filtered 6| Selected 1
Sub-Tasks
Name [ 7ype [ weiD| ME mame [unit D.Ju..| status Start Time | End Time [ Result
¢ Delete ESW (2 of 2 successful) composite Finished  2022/05/30 -16:17:57 2022/05/30 - 16:18:55 ENTCrreuil
§ Group-1 (2 of 3 successful) composite Finished  2022/05/30 -16:17:57 2022/05/30 - 16:18:25 o=l
¢ NE NE_81 (3 of 3 successful) composite Finished ~ 2022/05/30 -16:17:57 2022/05/30 - 16:18:18
Delete ESW on Unit: 15 single 24 NEBL 15 S.. Finished — 2022/05/30 -16:17:57 2022/05/30 - 16:18:03
Delete ESW on Unit: 4 single 24 NESL 4 N... Finished — 2022/05/30 -16:18:03 2022/05/30 - 16:18:11
Delete ESW on Unit: 11 single 24 NEBL 11 C.. Finished — 2022/05/30 -16:18:11 2022/05/30 - 16:18:18
§ NE NE_82 (4 of 4 successful) composite Finished  2022/05/30 -16:17:57 2022/05/30 - 16:18:25
Level-4 Entries: Total 38 Filtered 38 Selected 0

Figure 43: ESW Task Management
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6 Performance Management, Diagnostics, and
Status

6.1 Network Monitoring

The Network Monitoring application provides a map or table view with all relevant information on
the following tabs:

¢ Overview,

¢ Health Monitor,

* Monitoring Session,
e Section,

* NE,

related to the network health and performance. For detailed information on the Network Monitor-
ing application, refer to the user manual “Network Monitoring” [1MRC000115].

6.1.1 Overview
HITACHI \ 3 Network Monitoring Overvie: w  Health Monitor  Monitoring Session Section NE Qo (=) A1 1 @ A
Network Monitoring Netwerk | Health Monitors
Network lobal Tim: L
Health Monitor State Metrics State Metrics Validity NEs Performance State Sections Performance State
No exceedings No exceedings No outdated metrics No exceedings 87 exceeding
1 568 568 4 7Bad
Tota Total Total Total outof 169
State Transitions in last 24h [
1
State Transitionsin last7 days
20
State Transitions in last 30 days
120

Network Performance State History

The overview tab is the dashboard for a quick overview of the network performance status and
history. Overviews and diagrams, where appropriate, are shown for the selected time. The over-
view provides the following graphical views:

¢ Network,

An overview page with widgets providing graphical overviews on various aspects of network
performance, network elements performance, and sections performance.

* Health Monitors, including the tabs
- Performance State,
displaying collected performance data for all Health Monitors,
- Values,

displaying charts for the selected time span (via Global Time Selector) for all Health Moni-
tors,

¢ Metrics Collections,
providing a chart of the NEs health monitoring status.
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6.1.2

STATUS

Flexible options allow selection of history intervals via the “Global Time selector for all charts”,
such as

» Last 24 Hours,
* Last 7 Days,
» Last 30 Days.

Health Monitor

wrmacH | 8 Netwrk Monitoring Health Monitor MonitoringSession  Section NE 0O @ P 30 A
@ Health Monitor A m - i= Open Allssues > Summary
®
Q W > Nomhr > View Optians Entities Health Monitor(s) in
i orin
® 1
ALY 3
50 % Kl
NE Uptime Q
NE Temperature ‘ [nes] Q Performance State
(] @ 0K 45y
o - Issues (0)
(heso] critcal 2 Major =
° @0 ©0
L] N
= Minor 2 warning 2
SFP Output Power o -
@0 @0
SFPTemperature
(]
Performance State
(nees) 5
& e X
[CGroup1 ] m Unavailable (5)
[ TOTAL
° Validity

W Current(6)
No Data (5)
mn
1m0 || Resize Panel TOTAL

Under the Health Monitor tab, the monitoring session collects health data from all elements of
the network that provide appropriate data and presents the data on the network map and in a
table in the entity browser (left panel). In the Summary (right panel) an overview on all monitored
elements in the network is presented. It includes various monitored parameters, such as

e TX Errors,

* RXErrors,

* NE Uptime,

* NE Temperature,
* CPU Load,

* SFP Temperature,
» SFP Output Power,
* SFP Input Power,

*  RX Throughput,

*  TX Throughput,

*  Memory Usage.

Upon selecting a specific monitor in the entity browser (left panel), the related health status is
shown in the right panel.

Metrics

When opening ‘Metrics’ from the ribbon or the context menu for a selected Health Monitor, a
table with all the metrics of the given monitor is displayed.

The four predefined state filters

+ Bad State,
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6.1.4

STATUS
» Poor State,
» Fair State,
» Ok State
can be set or reset by clicking any of them.
The selectable option “Show Line Chart” activates a line chart view of a single or multiple
selected metrics.
An example for the NE temperature line chart details of four NEs is given below:
' Metrics X
Badstote " Okstate ® ¢
0 4
i NE Temperature o
4 S Value v

NE_80 NE_82 NE_83 NE_81 5]
Name Time Value

26/05/2025, 10:48:13 35

26/05/2025, 10:48:03 33

26/05/2025, 10:48:03 29

The drop-down list in the line chart title bar provides different default time periods. Two rulers
(start date&time, end date&time) below the line chart allow you to adjust the time span shown in
the chart. You can also zoom into the chart clicking on the “Zoom” icon and using the pointer
device to select a span within the chart.

When placing the pointer into the chart, details on the captured metrics samples are shown in a
tooltip window.

Monitoring Session

Information on the related monitoring session, including a detailed view, are presented under the
Monitoring Session tab. In the details view, among others, General information, and Threshold
Configuration with defaults and overrides are available.

The Threshold Configuration page lets you
* under Defaults,
— view default thresholds for defined metrics,

- edit default thresholds by selecting an existing entry and clicking on ¢ Edit ;

» under Overrides,
— add a new override for defined items,
- edit an existing override,
- remove an existing override.

Section

Health information on sections is presented under the Section tab with a summary or individual
details for a selected section.
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NE

Health information on NEs is presented under the NE tab with a summary or individual details
for a selected NE.

Performance Management

General

Performance monitoring in FOXMAN-UN provides Quality of Service evaluation of the data
transmission media.

For the FOX61x NEs performance data is produced for Ethernet interfaces (trunk ports and user
ports) as well as for all other trunk and user ports (packet-based and TDM-based performance
data, as available).

For the FOX51x NEs it is implemented according to ITU-T recommendations G.826 for event
calculations.

Performance monitoring with the FOX51x is available for all ABUS/SBUS and PBUS units with
traffic signal layers and the new UBUS units. The parameters are evaluated according to ITU-T
G.826.

Legacy UBUS units (e.g. MEGIF, UNIDA, TUNOP) have no performance monitoring.

The diagnostic function of the control unit COBUX, COBUYV provides performance monitoring for
the channel under test. The monitoring complies with ITU-T G.821.

Performance data is generated and stored at the unit themselves. After initialization the unit
automatically starts counting the required events and stores the results in its memory.

Upon operator request, the CST can perform the function to retrieve the data from the unit and
display it. For UCST it is possible to print the retrieved data.

FOXMAN-UN offers also an automatic performance data collection function. This allows collect-
ing performance data over an extended period of time for a selected number of items in the
managed network.

Recommendation ITU-T G.826

Recommendation G.826 defines error performance parameters for networks supporting paths
which are independent of the physical layer.

Performance Measurement results are divided into Events and Parameters:
Events:

» Errored Block (EB),

» Errored Second (ES),

» Severely Errored Second (SES),

» Background Block Error (BBE),

* Unavailable Time (UT).

Parameters:

» Errored Second Ratio (ESR),

» Severely Errored Second Ratio (SESR),
» Background Block Error Ratio (BBER).

Performance Data Retrieval

The performance data from specific units can be retrieved and displayed via CST.
The operator can request the data for two measurement intervals:
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* 15 min intervals (some legacy units use a variable length interval);
History usually covers a 24 h period.

* 24 hour intervals (from midnight to midnight);
History covers one 24 h period.

Automatic Performance Data Collection

General

FOXMAN-UN offers a performance data collection tool. Via collection schedules, a selection of
elements in the managed network can be specified for performance monitoring. The perfor-
mance data of these elements are continuously collected and saved in database tables, accord-
ing to the kind of performance (G.826, MIB2, Ethernet, etc).

From third party software like PGAdmin or InfluxDB, the performance information can be
exported in for integration into an OSS (Operation Support System).

Collection Schedules

From the NEM Desktop-Network, the «Performance Management Client» GUI can be called,
which lets you define the desired collection schedules.

The example below shows the lists of all the defined PM collection jobs with their corresponding
information. These include the Name, Data counter periodicity: 15min and/or 24h,Time and
Date of last modification and Description of the collection job.

File Collection Job Help

1 ¥ ?

Name | Active | 15min | 24n | Createdby Modified on Description I
NEBO ] nemadm  2018/03(21 - 16:40:40 -
NEB2 [] nemadm  2018/03(21- 16:40°55

Figure 44: PM Client

1]

The PM Collection Wizard lets you create new PM collection job as well as modify or duplicate
an existing job.

For each schedule or job, it is mandatory to define the Name of the collection job, the definition
of the type of data to be collected (15 minute interval and/or 24 hour interval), and a list of col-
lection targets. These targets are determined with the help of the Wizard’s Selection panel,
which lets you easily step from the Network level down to the desired subunit(s).

Results

The collected Performance Management data is stored in the PostgreSQL database: PM_DA-
TABASE. The PM_DATABASE can be administered with the command-line tool psqgl or more
conveniently via more familiar graphical tools, such as PGAdmin Ill.

|I| Please note:
These tools should only be used for connecting to and examining the PM_DATA-
BASE. The users must not make any changes directly to the database, including
adding new tables, entering or updating data.
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Metrics Database

PERFORMANCE MANAGEMENT, DIAGNOSTICS, AND

STATUS

The system and network performance metrics database is a third party application that provides
you with means to create a variety of graphs out of collected monitoring data, including system

OS and NE performance data.

From ENP, new boards for VPWS or MPLS links can be created in the monitoring dashboard for

any of the VPWS services or MPLS links.

MPLS-TP Diagnostics

In MPLS-TP networks built with FOX61x nodes, tunnels provide diagnostics features such as

» LSP Ping (evaluating the number of replies and the round trip delay),
* LSP Trace Route (evaluating the route to the tunnel end), and
» Delay Measurements.

| ‘, Execute

Command |Delay Measurement |v| LSP NE |NE_BD |v|
Timeout [s] | 5| Exevalue [ 0]

Packet Count | 5/ mtervallsl] [ 1] TIL

Result

fﬂverview | Derails |

Summary
Duration [ms] 4010 Result Count 5
Delays

Send [ns] Receive [ns] Two Way [ns] Round Trip [ns]
Minimum 7 15 22 1117759
Maximum 7 15 22 8149607
Average 7 15 22 4424583

Figure 45: LSP Delay Measurement Results (example)

The delay measurements have a resolution of 1 ns if the Precision Time Protocol (PTP) is

applied for node synchronization.
TDM Diagnostics

Pattern Generator

FOX61x, FOX515, and FOX512 provide a pattern generator on the control unit. The pattern
generator can be cross-connected to any PDH unit in the FOX51x or to TDM units with PDH
signals in FOX61x. This allows diagnostics on transmission links connected to the given NE.

In the FOXCST GUI connected to an FOX61x the TDM diagnostics function with a pattern gen-
erator and analyzer is accessed under the “TDM Services - Diagnostics” tab and provides set-
tings and status display for bit error and delay measurements based on different patterns. The

sample dialog below shows the setup of the pattern generator for an FOX61x.
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@ /diagnostics/tdm-1: PO_nc (n=1)

Overview  Main | Configuration | Performance Management | Status

TDM Diagnostics Pattern Generator (Tx)

CTP
Data Pattern PRBS23 -
Fixed Data AAAA
CAS 1101 -

6.6.2

6.6.2.1

6.6.2.2

6.6.2.3

6.6.2.4

Error Insertion (1 s-1)

Pattern Analyzer (Rx)

Data Pattern Rx = Tx v

Fixed Data AAAA

Figure 46: FOX61x Pattern Generator

FOX51x Diagnostics

Loop Activation

Various diagnostic loops can be activated on the units.

Integrated Testing of Subscriber Lines

If the FOX51x is equipped with SULIC, SUBH1, SUBH3, the following in-service line tests are
available:

» subscriber loop characteristics.

With ISBUx the following in-service line tests are available:

» subscriber loop characteristics,

» activation tests.

Status Monitoring

The previous chapters have shown how FOXMAN-UN handles the alarms and monitors their
status. Another aspect of managing a network is the ability to monitor the status of the access
lines at customer sites or at the remote NE. This is useful both as a measure to prevent faults
as well as to improve localization of faults that are already alarmed.

The following status monitoring functions are available:

* Monitor Signaling bits;

» Activation/deactivation states of ISDN and HDSL lines;

» Idle/busy states of POTS lines;

* Remote alarms and remote loops;

» Controlled slip counts of data channels and 2 Mbit/s signals;
» Performance information based on G.826.

Signaling Bits
The following signaling bits used in the G.704 2 Mbit/s frame can be monitored:

» The signaling bits (E/M and E'/M' or bits a, b, ¢ and d of TS16) of PCM channels (NEMCA,
SUBLXx, EXLAX, SUBUK).

» bits (C/l) of V11 channels (SIFOX, UNIDA).
+ TS0 spare bits in the 2 Mbit/s signals.
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* TS16 spare bits in the 2 Mbit/s signals.
* CRC4 Error bits (E13 and E15) in the 2 Mbit/s signals.

6.6.2.5 Activation / Deactivation States
For all ISDN and xDSL units, activation and deactivation states of the DSL transmission lines
can be called up and displayed.

6.6.2.6 Idle / Busy States of POTS Lines
For all units containing POTS interfaces, the idle and busy states of subscriber lines can be dis-
played.

6.6.2.7 Remote Alarms

The following remote alarms can be displayed:
» Status of the LEDs of the NTU connected to the SULIC.
» Alarms from the remote 8 Mbit/s optical ports (TUNOP / TUNOS / TUNOL and TUPON).

6.6.2.8 Controlled Slip Counts

Network synchronization problems can cause controlled byte/frame slips on data channels and
the 2 Mbit/s signals. These controlled slips are counted and the slip counters are available for
monitoring.

6.6.2.9 Network Element Timing Source Status

Via UCST the current timing source status of any network element can be displayed. The avail-
ability off all configured timing sources is shown as well as the currently active one.

SETS
Source | Priority I oL I Status I Cammand |

SYNAE < 2> 5THé-1 It 15 Failed | -]
SYNE < 2> 5TH1-3 | 15 Failed | -]
ESI-1 | Dizabled 14 Mot Supervized
Internal | & 11 Available
i Source Selected

Internal
i Selection Algorithm — Clock Operation Type Clock Operation Hode — Output Status

) Priority) Table based

o QualitgHLeuel based Auto Selection j IFr‘ee—r‘unning ES0-4 Squelched j

Figure 47: Timing Sources Status

6.7 Synchronization Map

Synchronization of network elements and how the clock information is propagated through the
network, determine the integrity of information transmission through the network.
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To ensure that this operates correctly, FOXMAN-UN provides the SDH and PDH Synchroniza-
tion Map functionality.

This facility helps the operator to trace the clocking information through the managed network,
and identify:
* which network element in the network is supplying the clock;

» any 'clock islands', where a network element clock is generated locally and is not propagated
to any other network element;

* Any 'timing loops' which may have inadvertently been created by propagating the clock from
a network element back to a network element which is providing the clock source.

With the synchronization map the operator can graphically display the actual clock propagation
of either the SDH or PDH part in the managed network.

A synchronization map can be generated for all or for a user defined selection of the managed
network elements.

File Edit View Help
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Figure 48: Synchronization Map
The current timing source information is collected from all the FOX61x and FOX51x network

elements through the polling mechanism. Therefore the synchronization map reflects the timing
situation at the moment of the poll of each network element. The map can be updated manually.

6.8 PTP Sync Map

For PTP-enabled FOX61x nodes FOXMAN-UN provides a sync map with an overview on the
clock regions, clock labels, sync modes, clock operation modes, clock sources, clock accuracy,
and node details.
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Figure 49: PTP Synchronization Map

6.9 Network Element Synchronization

FOXMAN-UN allows synchronizing the alarms, inventory and service of all or a selection of the
NEs in the managed network with the database. In addition date and time of the NEs can be
synchronized with the workstation date and time.

Date and time synchronization is also performed automatically for all network elements at 03:01
every morning. This function can be modified or deleted if required.

6.10 Ethernet Traffic Protection Maps

FOXMAN-UN provides maps that allow identifying the network protection topologies and their
components, such as:

* Rapid Spanning Tree,
» Ethernet Ring Protection Switching (ERPS).

III Please note:
The Ethernet traffic protection maps are applicable only for the networks’ FOX61x
R1C or R1D NEs.

Detailed information regarding provisioning are available at the following FOX61x
document:

— User Manual «Ethernet Switching».

6.10.1 Spanning Tree Map

The spanning tree map displays the spanning tree view of the selected NE with STP configured.
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« All bridge nodes show the bridge name (the NE name known in the FOXMAN-UN). If the
bridge has a port with status Blocking, this is indicated by a red circle marker.

- A tool-tip on the bridge node shows additional information of the bridge:

Table 3: Bridge node (RSTP)

Parameter Description
Name The RSTP Bridge Name.
Note:

Currently “Customer Bridge” is the only bridge.

Priority The configured Local/Root bridge priority.

Own MAC Address The Local bridge MAC address.

Root MAC Address The Root bridge MAC address.

Blocking ports The slot/port# of ports which are in Discarding state.

- adouble click on bridge node opens the FOXCST of the corresponding NE with user
class “Information”.

|I| Please note:
Verify that the FOXCST is defined in the “client_cst_doubleclick default” parameter
of /opt/nem/etc/cst.conf.

* Links

- Links are represented with dark gray lines between bridge nodes. Only links with forward-
ing endpoints are shown.

- adouble click on a link opens the Section Manager and the section on which the link
relies is shown.

- a tool-tip on the link shows additional information of the link end ports
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Table 4: Link end ports

Parameter Description

Port Roles Shows the link end port’s role.
Note:
In RSTP, the port role is not applicable and will be shown
as “N/A”.

Priorities Shows the configured port priority.

Port State Shows only the Forwarding port state (since only forward-
ing links are shown in the map)

Path Cost Shows the administratively assigned value for the contribu-
tion of this port to the path cost towards the spanning tree
root.

Ethernet Ring Protection Switching (ERPS) Map

II Please note:
This feature is not available for ERPS configured on EoS ports.
The ERPS map displays the ERPS ring view of a selected NE with ERPS configured.

File Edit Yiew Help
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* Bridge node

- All bridge nodes show the bridge name (the NE name known in FOXMAN-UN). If the
bridge has a port with status Blocking, this is indicated by a red circle marker.

- a tool-tip on the bridge node shows additional information of the bridge:

Table 5: Bridge node

Parameter Description

Name/IP Address The ERPS Bridge Name /IP Address
MAC Address The Local bridge MAC address

Blocking ports The slot/port# of ports which are blocked
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- adouble click on bridge node opens the FOXCST of the corresponding NE with user
class “Information”.

Verify that FOXCST is defined in the “client_cst_doubleclick_default” parameter of /opt/
nem/etc/cst.conf.

¢ Links

- Links are represented with dark gray lines between bridge nodes. Only links with forward-
ing endpoints are shown.

- adouble click on a link opens the Section Manager and the section on which the link
relies is shown.

- a tool-tip on the link shows additional information of the link end ports:

Table 6: Link end ports

Parameter Description

Name/IP Address Shows link end’s NEs Names/IP Addresses

Port Shows link end ports’ /unit-slot/port#

Port Role Shows the link end port role. Currently displays only “None”
as port role.

Port State Shows the link end port states. Currently displays only

“Unblocked” as port role.
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7

7.1

7.2

Networking Package

Introduction

Today telecommunication network operators face unprecedented pressure to embrace operat-
ing efficiency. Fast service provisioning together with lean operation and maintenance crews
providing a high quality of service have become crucial objectives for service providers. Cost,
pressure and lack of experienced network design engineers are other problems operators have
to deal with.

By automating the network and service provisioning processes the Networking Package (NP)
provides the necessary features to fulfill the above mentioned customer demands. This applica-
tion provides a superior solution that satisfies the needs of network operators in their daily work
- configuring and maintaining their network. Both service provisioning and capacity planning —
supported by the powerful reporting capability — across multiple transmission technologies pro-
vided by the FOX61x and FOX51x platforms.

The Networking Package (NP) provides an end-to-end provisioning of circuits and trails across
FOX61x or FOX51x networks (excluded from the NP are MPLS-TP circuits which are managed
by the ENP, see 8 "Ethernet Networking Package").

As access networks are located in the periphery of operator networks, connecting the subscrib-
ers to the various services located on servers or switches in the central offices, it is necessary to
create circuits starting in a FOX61x or FOX51x network and terminating in the equipment deliv-

ered by another vendor. These types of applications are well supported in the Networking Pack-
age.

The NP offers a faster and much more convenient solution for the user, compared to the circuit

configuration based on the FOXCST or UCST, where the cross-connects have to be configured
for each network element individually. In addition, operators have the possibility to document the
circuits according to their company internal standards.

The ability to create all types of protected end-to-end connections supported by the hardware of
the FOX61x/FOX51x allows the operator to provide services with a high reliability. The switch-
over to the protected circuit in case of failure is done by the hardware in less than 50 ms.

The Networking Package is offered as a separate option to the FOXMAN-UN Basic Package.
It does not require installation as it is installed when the Basic Package itself is installed.

The Administrator can grant access rights to the Networking Package for other operators from
the main Security menu.

It is enabled if ‘Networking Package’ option is activated in the License Key.

|I| Please note:
For detailed information, please refer to the “FOXMAN-UN Networking Package”
User Manual.
Terminology

Before describing the features of the Networking Package it is useful to gain an overview about
the terms and objects used in the Networking Package software. The design of the object model
and the implementation of the various transmission layers are following the ITU-T recommenda-
tion G.805. This allows presenting the connections in the FOX51x or FOX61x network in a man-
ner which is familiar to the operators of network management systems in the telecommunication
industry.

The following table gives an overview about the most often used terms:
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Table 7: NP Terminology
Functions Descriptions
Application The application is the main object in NP. Any creation, modification or deletion of connections is

done within an application. An application contains Transport Entities (TE): circuits, trails or sub-
network connections. The user manages the connections of the network through applications.

Transport Entity
(TE)

A transport entity is a connection through the network connecting two termination points on the
same layer rate. It is the collective term in NP for circuits, trails, sub-network connections and
Unknown.

Circuit A circuit connects the subscriber at the border of the network with either another subscriber at the
other end of the network or with a server or switch in the central office. The circuit is the end-to-end
connection through the network. The major task of NP is the handling of circuits.

Trail A trail is a connection within a network carrying circuits or other trails. Every circuit has to be cre-

ated over a trail. A trail is representing a connection between two trail termination points (routed
over a part of the network) with a certain bandwidth. A good example is the VC-12 trail created
over several STM1 sections providing 2 Mbit/s. This VC-12 trail will be used to route and transport
circuits through the network.

Subnetwork Con-
nection (SNC)

A subnetwork connection represents a connection between two points inside the network, usually
to connect two border points of a sub-network managed by another group of the network operation
center. A SNC will be used to carry trails or circuits.

Unknown

An Unknown represents a Transport Entity not recognized by the Networking Package as one of
the above described TEs. Such transport entities require actions to be taken by the operator for fur-
ther analysis.

Matrix Connection
(MC)

A Matrix Connection is a connection between two connection points of two units in a network ele-
ment. In the FOX51x/FOX61x documentation and in the other chapters of this document they are
referred as cross-connections.

Link Connection
(LC)

The Link Connection is a logical connection within a trail. In other words, a trail provides one or
several link connections, which will be used to carry circuits or other trails.

Sections &
Topological Trails

Sections are physical connections between two network elements (refer to «2.5.5 "Sections". In
Networking Package Sections are called Topological Trails.

7.3

Functionality

The Networking Package comprises the software that provides the functionality to:
* semi-automatically or automatically provision trails and circuits;

« scan an existing FOX51x or FOX61x network and determine the existing end to end connec-
tivity (Support of complex constructs such as Broadcast, Data Multi-Point and Voice Confer-
ence);

* manage any connections that are discovered;
* generate reports of the network;

» provision a network made of FOX51x NEs, FOX61x NEs and Foreign Objects (FOs are
defined as network elements that are not managed by FOXMAN-UN Basic Package but are
represented in it as part of the network).

7.4

7.41

Configuration

Main Window

The main Window displays the list of all existing Application Filters, Applications and Transport
Entities (TEs). Each Application displays details of all its TEs.

There is likewise an event logger at the bottom, which can be cleared as required.
The Main Window allows to:

— Create/Edit/Delete Filter;
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- The Filter is used to retrieve and display only a specific list of Applications or Transport
Entities (TEs);

- Refresh Filter List;

- Create/Edit/View Application;

- Create/Edit/View TEs;

- View the Application Mgr. list, which displays all currently on-going Application Edits;

- Displays the “Out of Synch” and “Pending Changes” indications.

The “Out of Sync” indication means the NP/BP Databases are de-synchronized. The NP
User has to run “npresynch”.

The “Pending Changes” indication displays the number of pending changes or downloads
of changes to the NE(s). The user has to wait until this indication is cleared before he can
continue with Application Edit.

i \ Please note:
For detailed information on User Workflow and NP troubleshooting, please refer to
the User Manual “FOXMAN-UN Networking Package”.
Eile| Option Help
Application Manager List
,-Create
- ties
£} Refresh Filter List
B, New Application senice | TE(s) | Type | Status | aEndTP | zEnaTlll
(] Exit —
=128k 128k 1 Circuit  Valid ME_80-5.. NE_80-9
=128k 128k 1 Circuit  Valid ME_80-5.. NE_80-9
=128k 128k 1 Circuit  Valid ME_80-5.. NE_80-9
o= 128k 128k 1 Circuit  Valid ME_80-5.. NE_80-9
<] I | D] |
LogTime v Event L]
2018/03/21 - 16:49:59 4 Application(s) retrieved =]
201803121 -16:49:32 60 Application(s) retrieved - |

Figure 50: Networking Package (NP) Main Window

The TE is a connection that is created utilizing existing network configuration information such
as cross connections and Sections, also known as Topological Trails. The TE brings data from
one source termination point to one or more sink termination points in the network at various
physical (STM-1, E12, E-DSL, ...) and logical rates (PO, P12, VC12, ...). The recognition of the
TE requires a global view of the network as opposed to an element view.

Four TE types are supported in NP:
«Circuity», «Trail», «SNC» (Sub-Network Connections) and «Unknowny.

The TE is built into an Application so that it can be managed in FOXMAN-UN NP. All the user
actions are performed through the Application. The Application itself is downloaded to the net-
work and saved in the database in its entirety.

If required the TE can be modified.

Status Indications

The most demanding task of FOXMAN-UN NP is to keep the network configuration up-to-date
with the network elements configurations. This is in particular the case when concurrent users
are doing changes with multiple networking instances or changes the network element directly
via FOXCST or UCST.
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Due to the nature of concurrent changes (race condition when changes common objects) in the
NE and NP, the de-synchronization of NP Data with BP /NE Data cannot be avoided.

To easily detect these situations, the following visual indications on the Main NP User interface
are implemented:

Out of Synch Indication

- NP/BP Databases are de-synchronized or the NP is waiting for network element configu-
ration change confirmations

- The NP User has to run “npresynch”
File Options Help
1 ¥ o 5 OUT of SYNC

l{Applicatiuns rTI'aIISDDI‘[ Entities |

Figure 51:  Out of Synch Indication

Pending Changes Indication
- Indicates the number of pending changes or downloads of changes to the NE(s)

— The NP User has to wait until all the pending changes indications are cleared before he
can continue with Application Edit

File Options Help
- ¥ o |5 1 Pending Changes

I[ Applications rTl'a|15|ln|1 Entities |

Figure 52: Pending Changes Indication

Refresh of the Filter List Indication
The “Refresh Filter List” button becomes active when

- the object download is terminated, the “Pending Changes” indication cleared. This indi-
cates that the changes caused updates in the database.

- when BP trail information changes e.g. creation/deletion of TDM cross connection via
FOXCST/UCST

Defining End Point of an Application

The Endpoints A End NE and Z End NE have to be specified first before FOXMAN-UN NP can
start to search for all possible hops having enough capacity to carry the PO_nc service.

In the example below the data service provisioned is based on the «Type» of «Circuit» and uses
a bandwidth of a PO_nc «Layer» structure with the application being bi-directional indicated in
the «Direction» field.
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Figure 53: NP: Defining End Point of an Application

The a End Terminating Point (TP) and the z End TP can be selected via the TP Browser Table.

The detailed information of the selected or highlighted TP is called by clicking on “Details” but-

ton, which calls the TTP dialog.

The TTP dialog below provides useful information such as:

« the Layerrate ofa TTP,
» the Signaling (‘CAS’),
» protection modes supported,

* etc.
TP Label SAMO2 <4 P12-11T1 Layer Fl12
Active  PO_nc 30 CAS CAS On [ Support

Port Type Int. fixed Sector 0
Protection Mo Protection [] Need Prot. Same Chan. [[] Can Protect SNC /I []Support
Connection Fixed [] Channel Must Match
(] il I [»
Other Parameters

Mame Value li]
CTP

Channel Layer Fi_nc CAS Connection Ligi]
T1 PO_nc 1 CAS On Full |~
T2 Pl_nc 1CAS On Full
T3 PO_nc 1CAS On Full
T4 PO_nc 1CAS On Full
T5 PO_nc 1CAS On Full 3
TG PO_nc 1CAS On Full
T7 PO_nc 1CAS On Full
TE PO_nc 1CAS On Full
TS PO_nc 1CAS On Full =
T10 PO_nc 1CAS On Full
T11 PO_nc 1CAS On Full
T12 PO_nc 1CAS On Full
T13 PO_nc 1CAS On Full
T14 PO_nc 1CAS On Full
T15 PO_nc 1CAS On Full
T17 PO_nc 1CAS On Full =

Figure 54: NP: TTP Dialog
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7.4.3

7.4.4

7.4.5

Manual Circuit Configuration

The configuration of circuit provisioning is less time consuming when using the NP as it is all
done in the one mask. Manual routing is done on a 'hop-to-hop' basis. The operator sequentially
selects the involved NEs offered by the routing algorithm, starting from the A endpoint, till the Z
endpoint is reached.

Basically there are five easy main steps for the provisioning of an end to end circuit:

Choose the End point (the NE and Termination Point).

Define the path through the network (FOXMAN-UN provides available choices at each end).
Choose the Channel or Timeslot to be used (per section).

Document the Endpoint of the circuit.

Activate the Configuration in the Network.

Circuits and the Network are documented at the same time.

a b~ WODN -

Automatic Circuit Configuration

With the automatic routing FOXMAN-UN NP offers are more efficient way to provision an end-
to-end circuit. The optimal route is automatically calculated and selected by the software. In
order to influence the routing algorithm the operator can configure the automatic routing param-
eters.

The following parameters can be configured:

Table 8: Automatic Circuit Configuration Parameters

Parameters Description

Max hop Allows the selection of a number of hops (network elements) within a path.

Max cost Defines the maximum costs a route may cost (based on the cost factor associated to
each section).

Routing order The routing order can be specified. This applies only if more than one route has been
found between the two selected end-points. The following parameters can be speci-
fied:

- Shortest (with regards to the number of network elements)
- Cheapest (lowest overall costs)

Select NEs The route should not go through specific network elements (FOX51x, FOX61x or
Foreign)
Server rates The route should not use Trails of a specific layer rate. Examples of layer rates are:

P12 and VC12.

Furthermore, one out of three path cost calculation models can be selected by specific settings
in the NP configuration file /opt/nem/etc/np.conf.

Protection

All types of protection schemes implemented in the FOX51x or FOX61x platforms are sup-
ported:

» End-to-end 1+1 path protection,

* 1+1 section protection,

* 1+1 multiplex section protection on SDH,
* Linear trail protection on VC-12 layer.

When NP sets up the protection paths, it automatically avoids using the same NE for passing
the direct and the protected path.

In case of a failure in the working path the switchover to the protecting path is done in the hard-
ware of the corresponding network elements, which leads to a very short traffic interruption time.
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7.4.6

7.4.7

NP Usage

For any Transport Entity (TE), the usage of channels or containers can be shown as a property
of the TE.

Name | aAENdTP | ZENd TP Type Layer “1| Usage |Protection| status [l
o-CE3 |NE_82 -P... NE_BO - P... Trail F12 30/30 ] Valid ~ |
Level-1 Entries: Total 1 Filtered 1 Selected 1
Name CE3 AEnd TP NE 82 -P12-10 ZEnd TP MNE_80-P12-10
Type Trail Layer P12 Dir L]
Usage 30/ 30 Status  Walid PO_nc 30 O
Protection Mot Protected 1D te_2005 Cost 140 O

? Hel € Close
p

Figure 55: NP Usage Example

TE Graph

For any Transport Entity (TE), the network graph can be shown as logical and/or physical dia-
gram within the same window. When selecting a TE, the graph is calculated based on the TE
characteristics, and displayed in a built-in, zoomable browser window. Beside several view
options, a list of possible issues can be displayed. The graphs can be saved to a png or svc file.

The logical graph shows all logical layers of the selected TE. Working and/or protecting paths,
fixed TEs, TE labels, NE IDs, shared resource counts, and other view options can be set via an
options menu.
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Figure 56: TE Graph - logical, Example

From the TE Graph window, the following context sensitive options are available:
» Open an NE’s configuration with selectable user class;

* Open the list of active alarms for a selected NE;

» Open the NP Usage dialog for a selected section, trail, or circuit;

» Open the Application dialog for a selected element to show details on the application and the
TE.

The physical graph shows the physical arrangement of NEs, sections (including working and

protection), and circuit access points. Among others, working and/or protecting paths, and fixed

TEs can be selected as view options. The NEs in the physical graph can be rearranged when in

the edit mode.
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Figure 57: TE Graph - physical, Example
NP Reporting Tool

General

The documentation of established networks is often a time consuming and manual task. It
requires a big effort to keep documentation up-to-date with the changes applied to the network.

The Reporting is basically used to generate information needed to document the existing net-
work.

NP Reporting Tool

The NP Reporting Tool is part of the licensed option «<FOXMAN-UN Networking Package». This
powerful tool generates a set of ten report files in CSV format containing information on NEs,
units, ports, applications, customers, sections and transport entities. These files can be ana-
lyzed offline by any suitable third party tool (e.g. MS Excel).

Reports are generated on the same workstation where the FOXMAN-UN core is installed. The
tool can be started at any time during normal FOXMAN-UN operation.

|I| Please note:
The NP Reporting Tool gives the possibility to edit large reports without disturbing
the FOXMAN-UN NP core.
The following information is collected and stored in the report files:
« List of all network elements and foreign objects in the network with their names and types;
+ List of units and software versions in each network element;

« List of all ports of all units for each network element with their names, used status, free band-
width and time slot occupation;

» Application list with the status of each application;

» List of all Transport Entities with path details;

» List of all sections at the E12, 022 and STM-1 layer with the status of all sections;

» List of circuits per customer;

+ List of trails.

Further information can be found in the “FOXMAN-UN Networking Package” User Manual.
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8.1

8.1.1

Ethernet Networking Package

Introduction

The Ethernet Networking Package (ENP) handles the FOXMAN-UN MPLS-TP network function-
ality.

Multiprotocol Label Switching - Transport Profile (MPLS-TP) enables MPLS to be deployed in
transport network and operated in a similar manner to existing transport technologies, e.g. SDH.
The objective is to achieve the transport characteristics of SDH that are connection oriented, a
high level of availability, quality of service, OAM capabilities1.

MPLS-TP network provisioning can be achieved via a centralized Network Management System
(NMS) for static provisioning and/or a distributed control plane for dynamic provisioning. FOX-
MAN-UN current version supports static provisioning.

The main characteristics of MPLS-TP are:

* Connection oriented: MPLS-TP uses Label Switched Paths (LSPs) and Pseudo Wires (PW)
to deliver services.

* MPLS-TP can carry any type of client traffic such as ATM, SDH, Ethernet, etc.
» Provides network-wide Hierarchical QoS (HQoS).

» Transport layer agnostic: MPLS-TP can run over Ethernet, SDH, OTN, Generic Framing Pro-
cedure (GFP) and Wavelength Division Multiplexing (WDM).

* Provides OAM capabilities similar to those provided by SDH and OTN.
* Provides end-to-end protection and restoration mechanisms including:
- supports 1+1 protection and 1:n protection;
- LSP and PW protection:
FOXMAN-UN supports 1:1 bidirectional LSP protection;
- guaranteed 50 ms recovery time;
- MPLS-TP restoration mechanisms support revertive and non-revertive behavior.

MPLS-TP Architecture and Operations

This section provides an overview of MPLS-TP forwarding mechanism as well as the major
components of an MPLS-TP network.

The figure below illustrates the MPLS-TP operation as connection-oriented transport system for
packets. Traditionally packet transport switches each packet independently. However, with
MPLS-TP, the connection is first set up.

Beside Tunnel protection also H-VPLS Provider Edge (PE) dual homing protection is supported.
With this VPLS can be protected from a failure of a node or a link at the PE.

1. Networks and Services: Carrier Ethernet, PBT, MPLS-TP and VPLS, M. Toy

Copyright 2025 Hitachi Energy. All rights reserved. 81



FOXMAN-UN | SYSTEM DESCRIPTION ETHERNET NETWORKING PACKAGE
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Figure 58: Simplified MPLS-TP Architecture

8.2 ENP Main GUI

The main window displays the list of all existing VPWS and VPLS Services, Pseudo Wires, Tun-
nels, Links, NEs, and Service Profiles or Templates. It likewise allows the operator to:

* Create/Edit/Delete
- Class Types (as Traffic Engineering base),
- QoS Reference Tables,
- Services (VPWS, VPLS, H-VPLS),
— Tunnels (protected / unprotected; encrypted / unencrypted),
- Links (Sections),
— Service Profiles or Templates.
* Add/Remove NEs to / from the ENP domain.
» Split existing Link and insert NE,
* Reroute existing Tunnels,

* View Details of Services, Pseudo Wires, Tunnels, Links, NEs, and Service Profiles or Tem-
plates.

8.2.1 Hierarchical QoS

The HQoS Configuration Manager provides all required settings for the implementation of HQoS
in the MPLS-TP network, such as

» Class Type definition,

» Selection of allocation model: RDM (Russian Doll Model) or MAM (Maximum Allocation
Model),

» Service Category definition,

* HQoS Profile definition and allocation of Class Type Shapers to links and/or nodes of the
complete network or to parts of i,

* HQoS Constants definition,
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allowing the operator to implement and apply Class Type shapers and bandwidth enforcement
throughout the network.

File Edit Help

[0 [#[a][1-]o]x [?]

[ Class Type | Service Category | HQoS Profile | HQoS Constants

Dt |-

[y Edge ;| Name Core Description Scheduling Profile I:D
Strategy| | | | Regenerate

Class Type Shaper r Default Shaper r Network Usage ‘

s
[Q- Type here to filter table | i [Q-Type here to filter table |
NE \ HQoS Profiles BW Enforcement [l : Link A End Z End \ HQos Profiles | BW Enforcement |l
NE_S8 Core Enabled il I 56-11-3-58-11-3 NE_SE C... NE_58 CE... Core Enabled =
MNE_59 Core Enabled i |s7-11-1-5811-2 NE_S7 C... NE_58 CE... Core Enabled
: 59-11-1-56-11-2 NE_S58 C... NE_56 CE... Core Enabled
58-11-1-59-11-2 NE_S8 C... NE_59 CE... Core Enabled
< i [5711-3-5911-3 NE_S7 C... NE_S58 CE... Core Enabled =
Entries: Total 2| Filtered 2 Selected 0 | Entries: Total 5| Filtered 5| Selected 0

i(Class Type Definition

Used | Class Typel MName |Descr\pt|om Scheduling|Traffic Cla..‘l Model | Network ... Service Category 1l
0 Default Default Don't Care O o General -
38TD Strict Pri.. 3, 4 General
4Special S... Striet Pri., 4,5 RDM General
5_ Strict Pri.. 5.6 7 General
7 Strict Pri... & 7 General, Transparent Clock =

Figure 59: HQoS Configuration Manager Dialog (Expert Mode View)

8.2.2 Class Types

Both basic QoS and HQoS use Class Types for bandwidth and traffic classes control.

Class-Types are required during creation of Service Profiles, and applied to services (VPLS,
VPWS), Pseudo Wires, and Tunnels. The Class-Type definition - available in the “Tools” menu
of the ENP main window - is therefore the basis for the complete MPLS-TP network and needs
to be done as a first step during network configuration & commissioning.

Class-Types can be exported and imported.
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File Edit Help

7|eix| &(@]+

ETHERNET NETWORKING PACKAGE

[ Class Type | Service Category | HQoS Profile | HQoS Constants |

Model |

Used |Class Type| Mame |Description| Scheduling|Traffic Cla..| Model | Network .| Service Category [l

0 Default Default Don't Care O RDOM o] General - |

| 1

O P

s Strict Pri.. 3,4 ROM General

4EEEEM special S... Strict Pri. 4,5 ROM General

SPrio Strict Pri.. 5, 6 RDM 7 General

| 6

Strict Pri... 6 RO 7 General, Transp... |_|
Name _ Description | | | # Pick Color |
Scheduling |Strict Priority |v| Traffic Class 3,04 Network Control 4

| | Service Category General

Class Type Link Bandwidths

Layer Rate Bandwidth [kbit/s] | Total Bandwidth per Class Type [kbit/s] Il
Bandwidth  Owversubscription Type Default Special Mission Critical

0 0 External 0 o] 0 o] 0 - |
1,000,000 0 External 1,000,000 900,000 850,000 800,000 500,000
10,000,000 0 External 10,000,000 9,000,000 8,500,000 8,000,000 5,000,000
1,000,000 0 Internal 1,000,000 900,000 850,000 800,000 500,000

10,000,000 0 Internal 10,000,000 9,000,000 8,500,000 8,000,000 5,000,000 =

Figure 60: ENP Class Type definition dialog

With basic QoS, the alignment of the NE’s QoS reference tables throughout the network is done

via the “Schedule Network Alignment” dialog.

Selected | Name | ] Selected | Reference Tablellll  Task
NE_80 | DSCPloPHB || - .
NE 82 EXP to TC Description |Netw0rkﬁllgnment |
NE_83 PHB to EXP Comment | |
Ll Per Hop Behaviou
PSCto TC Schedule Time
Ll Scheduling Profile i
= == ® Immediate
=l L] TP“’TC | I'IL  Start at |:| H
| Select All H Deselect All ‘ | Select All H Deselect All ‘
? Help ‘ v 0K ‘ | ¥ cancel |
Figure 61: ENP “Schedule Network Alignment” task creation dialog

An audit function verifies the alignment of QoS reference tables in the network. Audits can be

initiated immediately or on a scheduled, regular basis.
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Task
Description  [MNetwork Audit |

Comment | |

Moatification

Email | |

Schedule Time
® Immediate

O Startat (-] H

[] Repeated | |~ ]

[ vax | [ Xam |

Figure 62: ENP “Schedule Network Audit” task creation dialog

Audit results can be displayed, and the corresponding audit reports are stored in the NEM data-
base. The reports can be exported for further processing.

{® |Last Results Node Results Table Results

) Reports Node |NEID| LatestUpdate | Status | [Ill | Table | Status [l
MNE_B0 12018/03/21-17:04:59 Aligned c=| [DSCPt. Aligned |~
NE_B2 22018/03/21- 17:04:59 Aligned ¢ PHBto ... Aligned
ME_83 32018/03/21 - 17:04:59 Aligned ¢ EXPto... Aligned

Schedu... Aligned
PerHo... Aligned
PCPto ... Aligned
PSCto ... Aligned
Transm... Aligned
PCPto ... Aligned

[4]

Figure 63: ENP “Network Audit Last Results” dialog
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8.2.3

() Last Results Hode Results Table Results
® [Reports Node |NEID|  LatestUpdate status | [l | Table | Status [llI
NE_80 12018/03/21-17:04:59 Aligned d=| [DSCPt. Aligned |«
LatestUpdate  ~'|  |NE_83 32018/03/21-17:04:59 Aligned ¢ PHB to ... Aligned
2018/03/21 - 17:05:01 ~| |NE_82 2 2018/03/21 - 17:04:59 Aligned ¢ EXPto... Aligned
2018/03/21 - 12:52:51 E Schedu... Aligned
2018/03/21 - 12:52:19 PerHo... Aligned
2018/03/21 - 12:52:04 PCPto ... Aligned
2018/03/21 - 12:51:13 PSCto .. Aligned
2018/03/21 - 12:51:10 Transm... Aligned
2018/03/21 - 12:51:03 PCPto ... Aligned

2018/03/21 - 12:51:00
2018/03/21 - 12:50:59
2018/03/21 - 12:50:53
2018/03/21 - 12:50:50
2018/03/21 - 12:50:43
2018/03/21 - 12:50:40
2018/03/21 - 12:50:34

Figure 64: ENP “Export Network Audit Results / Report” dialog

[4]

{
Y
l

li [*]

VPLS Tab

A Virtual Private LAN Service (VPLS) is a multipoint-to-multipoint Ethernet bridging service.
Within the VPLS instance, all member nodes of the mesh type are connected with Pseudo
Wires in a full-mesh topology.

The VPLS creation also supports H-VPLS, i.e. mesh/spoke network topologies, and PE Dual
Home topologies, i.e. H-VPLS PE dual-homing protection.

On each node, the Pseudo Wires are connected to a Switching Virtual Interface (SVI). A local
VLAN of the node is associated to the SVI. Bridge ports are attached to the VPLS if they share
the same VLAN ID with the SVI.

The VPLS Tab displays all the saved and/or deployed VPLS. It likewise allows you to create,
modify, see details, deploy or delete VPLS.

The VPLS are listed in a hierarchical table that can be expanded or collapsed. The top level dis-
plays all VPLS Services. The second level displays all member VPLS NEs. Under each NE, all
member ports, Pseudo Wires, and tunnels are displayed. Details of every VPLS can be shown
via the “Details VPLS...” menu option.

VPLS can be modified or deleted from this tab.

File Edit Tools Options Network Help

(0] [%] [®]c-] 7 [a] [o] [2] Jero [Jers

f(vPLS | vPWS [ Pseudo Wire | Tunnel [ Link Service Profile | Class Type |

[Q- Type here to filter table |

Name | Descripti0n| Service Pr.. | VPN OUl | Status |PW Admin .. | Dual Hom.. |PW Contro.. | Class Type | Operation |||
% VPLS D... WPLS-var-P..|00000100... Deployed .. Up Enabled Prio 2]
NE | SV VLAN | VLAN Name | Role |Pr|mary Nodd Secondary ...|Ser\.-'|ce Pro...| Status | Conflict
oNE_80 125WLAN-125 (... Hub VPLSwar-P... Deployed V... ]
o-NE_82 125WLAN-125 (... Hub VPLSwar-P... Deployed V... ]
o-NE_83 125WLAN-125 (... Hub VPLSwar-P... Deployed V... ] |
oNE_81 125WLAN-125 (... Hub VPLS-var-P... Deployed V... [
¢ LANS vpls-critical 00000100... Deployed ... Up Enabled [& C
MNE SVIVLAN | WLAN Name | Role Primary Node* Secondary ...|Ser\.-'ice Pro...| Status Conflict ||
eNE_80 4,000 WLAN-4000 ... Hub vpls-critical  Deployed V... [
oNE_82 4,000 WLAN-4000 ... Hub vpls-critical  Deployed V... [ =
Entries: Total 8 Filtered 8 Selected 1

Figure 65: ENP VPLS Tab
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Any VPLS that is saved in the database or deployed to the network can be visualized in a
graphical viewer with many view options.

an Kastanienbaum

Ennetharw

e Tribschen
Kriens \

Alistadid

Luzerm
Kleinstadt

Figure 66: VPLS Graph - physical, Example

8.24 VPWS Tab

Displays all the existing VPWS Services

Allows you to create, modify, deploy or delete VPWS Services, or to see details of already cre-
ated VPWS Services.
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File Edit Tools Options Network Help

I@ 8[| 7 [u][o] 7]

ETHERNET NETWORKING PACKAGE

[lcTo

Jl(vPLs ["'wvPWS [ Pseudo Wire | Tunnel [ Link Service Profile | Class Type
[Q~ Type here to filter table |
Name “![ Initiator [Terminator| Tunnel [BW [kbit/s]| Service Profile | Class Type|  Status  [PW Admin..] operation [lIl
Wirel NE_80 S... INE_83 ET... Wirel_tu... 10,000 WVPWS_Genera... Special Deployed Valid Up -]
Wire2 NE_B0 E... NE_83 ET... Wire2_tu... 10,000 VPWS-var-prio _Deployed valid  Up
Wire3 NE_80 ... NE_83 ET.. Wirel_tu... 10,000 VPWS_Genera... BT SaCIMMM Deployed Valid  Up
Wired NE_80 S... NE_82 ET... Wire4_tu... 10,000 _Deployed valid  Up
Wires NE_83 E.. NE_82 ET...LAN4_tun..  10,000VPWS_Genera... Deployed valid  Up
Wires ME_82 E... NE_80 ET... Wire6_tu... 10,000 oM Deployed Valid Up
- |
Entries: Total 6 Filtered 6 Selected 1

Figure 67: ENP VPWS Tab

Any VPWS that is saved in the database or deployed to the network can be visualized in a
graphical viewer with many view options.

CESM1 <132 eth-!

NE F215

-
a
Q\ N
&
Figure 68: VPWS Graph - physical and logical in split view, example
8.25 Pseudo Wire Tab

Displays all the existing Pseudo Wires in the ENP.
Allows you to see details of existing Pseudo Wires.

From the details view, allows you to deploy PWs that are not yet deployed.
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8.2.6

8.2.7

File Edit Tools Options Network Help

I (@[c-]s [7] Hero

Jl(vPLs | 'vPWs ['Pseudo Wire | Tunnel [ Link Service Profile | Class Type

[Q~ Type here to filter table |

Name |Descr|pt|0n| Initiator |Term|nator| Service | Tunnel | BW [kbitfs]| Class Type|DuaI-H0m... DuaI-Hom...| st
Wirel — Wirel_tu... 10,000 Special Deployi* |
Wire3 LRI CRL DT b wirel tu.. 10,000 YT EIN Deploy|—
Wired Details Service... Wired_tu... 10,00 Deployl—

Wire6 e SN [ Wires_tu... 10,00 Deploy

[... Modify Pseudo Wire...

Wire2 Wire2_tu... 10,00 Deploy
LANS pw._... Delete Pseudo Wire... LANA tun... N lspecial | Deploy
LANE pw_... Open Initiator ’ Wirel tu... 10,000 EEET Deploy
LANA pw._... Open Terminator 4 LANA_tun.., 10,000 FEEEN Deploy
LANL-DH ... Admin State »DH  WLANL-D.. 20.000_ Deploy
LANL-DH ... H-NE 83 H-NE 80 LANI-DH WLANL-D.. 10,000 Friol Deploy|_|
q T —— ]

Entries: Total 51 Filtered 51 Selected 1

Figure 69: Pseudo Wire Tab

Tunnel Tab

Displays all the existing Tunnels in the ENP.

Allows you to create, see details, modify some parameters, deploy or delete Tunnels. When
ENP Expert Mode is activated, Tunnels can be set to unprotected mode, or tunnel LSP element
can be deleted, replaced, or rerouted.

Allows you to create Services within a Tunnel.

File Edit Tools Optinns Network Help

] [¢]= -] 7]s] [e][a] 7]

:fVPLS ["vPws rPseudn Wire [ Tunnel | Link Service Profile | Class Type
[Q- Type here to filter table |
Name | Tunnelld =1 Initiator | Terminator| Total BW..[In Use BW..|Reserved...|Prot...|En...[En..| Class Type silll
LANG_tun... 1 NE 82 NE 8O 20,010 10,010 0 ] i Deploy® |
LANG_tun... 1 NE_ 83 NE BO 20,010 10,010 0 ] Deploy
LANG_tun... 2 NE_8F NE_B2 20,010 10,010 0 O Deplay|
LANG_tun... 1 NE_81 NE_80 10,010 10,010 0 O Deplay|
LANG_tun... 52 NE_8BL NE_82 20,010 10,010 0 O Deplay|
LANG_tun... 133 NE_B1  NE_83 20,010 10,010 0 O STl Deploy
Wired_tun... 2 NE 80 NE 82 10,010 10,010 0 | BT Deploy
Wires_tun.., 1 [NE_82 |NE_80 10,010 10,010 0 n Mission Critical Deplay|
Tunnel 32 3 NE_BO NE 83 10,010 10 0 O Ericl saved |
Tunnel 79 4 NE 82 NE 81 10,010 10 0o [ m| Default Saved [—
Tunnel 85 4 NE_BZ NE_8L 10,010 10 o O O B saved [+
< I | 1]
Entries: Total 37 Filtered 37 Selected 1

Figure 70:  Tunnel Tab

Link Tab

Displays all MPLS or ENP links. These links are sections created via the Section Management
whose endpoints are MPLS interfaces.

An ENP link has a bandwidth attribute (Available BW) used for the LSP path computation. The
default Total bandwidth is computed from the physical port characteristic of the end points. The
user can overwrite this default bandwidth per Class-Type for the LSP path computation and
therefore applying an over-subscription to the link if required.

Allows you to modify the following parameters:
- Name,

Copyright 2025 Hitachi Energy. All rights reserved. 89



FOXMAN-UN | SYSTEM DESCRIPTION ETHERNET NETWORKING PACKAGE

8.2.8

- Total Bandwidth (per Class-Type),
- Use for Routing,
- Cost.
The Link’s Name and Cost are synchronized with the Section’s Name and Cost.

A link can be expanded / collapsed in the Link list. When expanded, the link’s Class-Types with
their related bandwidths and further parameters are displayed.

A link can be split for insertion of a new NE. The tunnels that were carried over the previous tun-
nel are re-routed over the two new links and the inserted NE. This procedure requires activation
of the ENP Expert Mode.

A graphical view shows the bandwidth usage for every Class-Type when selected in the
expanded view.

File Edit Tools Options Network Help

IE‘ .CT4.CT7

1 . A = ]
EfVPLS ["vPWs | Pseudo Wire | Tunnel [ Link | NE | Service Profile | Class Type |

[@- Type here to filter table |

MName [aEn..]a.|zEn.[z .]status[Bw Enfo..| ROM BW Used / T...| MAM BW Used / ..| Reserve...| Distinct [llI
§57-11-3-59-11-3  NE_57 C.. NE_S9 C... \Valid | Enabled |454040 /1000000 0/0 | 454,040 =]
Class Type | Class Typ... |Tota| BW [| Reserved | Available ...|Use for Ro...| Model | Distinct |BW Enfcrc...| Cost

Default Default 1,000,000 0 545,960 Enabled
900,000 0 445,960 Enabled

Special 5... 850,000 0 395,960 RDM Enabled —
800,000 454,040 345,960 Enabled

Mission Cr... 500,000 0 345,960 Enabled =

Bandwidth Usage of

Entries: Total 13 Filtered 13 Selected 0

Ll

Figure 71: ENP Link Tab

NE Tab

Displays the ENP-Nodes domain’s member NEs.
Allows you to add/remove NEs to the ENP-Nodes domain.

Allows you to set/modify the Global ID, Node ID and Description of NEs not yet added to the
ENP-Nodes domain.

Displays the selected NE details, which include the following information:
— MPLS details including the node’s Global ID, Node ID, and Description.
- Lists of VPLS/VPWS and tunnels in which the NE is involved.

- List of the NE’s available bridge ports and VLANs.The bridge port is the Port attached to
the bridge on the node with type CVP.
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File Edit Tools Options Network Help

| [+] [m]o] [~][] Jero CFFS CERICRRICIE >

%fVPLS "vPWS | Pseudo Wire [ Tunnel | Link [ NE | Service Profile | Class Type
| [&-Type here to filter table |
Name ~1|Global ID| Node ID|  Description | NE ID | IP Address| Support ... | Support ... [PE Dual H..|Support Egr..]NE Ol

NE_B0 1 1 Mode 80 - MPLS-TP 11P:182.1.. [] Manag |
NE_B1 1 4 Mode 81 - MPLS-TP 241P: 192.1... | Mana
NE_B2 1 2 Mode 82 - MPLS-TP 21P:182.1... | Mana
NE_83 1 3 Node 83 - MPLS-TP 3P 192.1.., ] Mana
4 I D
Entries: Total 4 Filtered 4 Selected 1

Figure 72: ENP NE Tab

8.29 Service Profile Tab

Displays all the existing Service Profiles.
Allows you to create, edit and delete Service Profiles.

Service Profiles are required for consistent Class Types over the MPLS network. The use of
Service Profiles requires a valid license option. Service Profiles are based on the Class-Type
definition available in the “Tools” menu of the ENP main window.

File Edit Tools Options Network Help

#s@n)[B]B) cero s CER RS CER -

%fVPLS "vPWSs | Pseudo Wire [ Tunnel | Link | NE | Service Profile | Class Type

[Q- Type here to filter table |

Name |ServiceT..| Class Type | Summary | Creation Date Service Prof...[lll
vpls-critical EELS Mission Critical General: Class Type Mission Critical, BW [kbit/... 2020/11/12 - 15:36:33 541726193 |*|
vpls-std  WPLS BTD T General: Class Type STD, BW [kbit/s] 10000, ... 2020/11/12 -15:37:15 660385233

vpls-prio  VPLS RSN General: Class Type Prio, BW [kbit/s] 10000, ... 2020/11/12 -15:37:36 715894473
vpls-spec  VPLS : Class Type Special, BW [kbit/s] 1000... 2020/11/12 - 15:38:01 623546602
vpws-crit  WPWS 5 Crit i Class Type Mission Critical, BW [kbit/... 2020/11/12 -15:39:20 1301392834
vpws-std  VPWS BT General: Class Type STD, BW [kbit/s] 10000, ... 2020/11/12 -15:38:41 279524503
vpws-prioc  WPWS General: Class Type Prio, BW [kbit/s] 10000, ... 2020/11/12 -15:40:09 1434707829 |—

VPWS-var... VPWS EriG ci=ss Type Prio, BW [kbitys] 10000, Protecte... 2018/10/08 -10:00:01 1634346731

vpws-spec WPWS Special General: Class Type Special, BW [kbit/s] 1000... 2020/11/12 - 15:40:25 863290962
vpws-1-va... VPWS EEEI General: Class Type Special, BW [kbit/s] 1000... 2019/08/13 - 08:35:46 1806900278
vpls-1-var... VPLS EREEN General: Class Type Special, BW [kbit/s] 1000... 2019/08/13 - 08:36:57 1688164754 ||
Entries: Total 18 Filtered 18 Selected 1

Figure 73: ENP Service Profile Tab

8.2.10 Class Type Tab

Displays the active Class Types that have been configured via the “Tools - Edit Class Types”
dialog.
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[JeTto | (€T3 | Feptt - WmCT7

%(VPLS ["vPws | Pseudo Wire | Tunnel | Link | NE | Service Profile | Class Type |

Used | Class Type| Name | Description | Scheduling |Traf‘fic Cla...| Model | Network Controls| Service Category ||l
0 Default Default Don't Care 0 0 General - |
3 8TD Strict Priority 3, 4 General
4l special Se... Strict Priority 4, 5 RDM General
s Brie Strict Priority 5. 6 7 General
? Strict Priority & 7 General, Transpa...

{

Figure 74: ENP Class Type Tab

8.3 Create Service Profile

Allows you to create or modify VPLS or VPWS Service Profiles.

The service profile provides initial settings when creating or modifying Services and Tunnels.

Steps Service Profile

1. Service Profile

2. Class Type [ UNI Port MName | | Description
3, Tunnel
4. Routing Service Type |

Dual Home

|'| Service Category |Genera|

|v|

Dual Home Capable

Variabio <

BFD Session has to be enabled, Service cannot be used for PTP

‘ = Back H Next = H Finish H X Cancel

Figure 75: “Create Service Profile” Wizard (step 1)

The wizard includes four steps with the following subjects:

» Service Profile main characteristics, including the selection of the service type (VPLS,

VPWS) and of the PE Dual Home option,
» Class Type / UNI Port specification,
* Tunnel details,
* Routing details.

Service Profiles are stored in the NEM database. They can be exported and imported.

8.4 Create Service

The Create Service Wizard allows the user to create services of type Virtual Private Wire Ser-
vice (VPWS) and Virtual Private LAN Service (VPLS) and save these to the database. Saved

services can be applied to the network by deploying them.

The Create Service wizard contains a maximum of six (6) steps:
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Create VPWS

Define Service;

Define Attachment Circuit;
Define Tunnel(s);

Create Tunnel(s) Manually;
Summary (Save).

a b WOWN -

Create VPLS

Define Service;

Define VPLS NEs;

Define VPLS Topology;
Define Tunnels;

Create Tunnel(s) Manually;
Summary (Save).

D O A WN -

Steps Define Service
1. Define Service
2. Define WPLS NEs l/ Service | Quality of Service / Rate Limiting |
3. Define WPLS Topology
4. Define Tunnels Name |LAN1-DH | Description | |
5. Create Tunnel(s) Manually
15 q q

ummary Type |VPLS |v| Service Profile |VPL5-DHC3P |'|
Summary i
Name LANL-DH Service Category |
Type WPLS

Dual H PW Control Word

Service Profile VPLS-DHCap PO e /AL G el P
Class Type Prio Dual Home Capable PW Control Word |Enab|ed
BW [kbit/s] 10000 Service cannot be used for PTP.
NEs  SVI VLAN Service Supervision
NE_80 28 [v] Add To Service Supervision Network |red |v|
NE 82 28
NE_83 28 Customer [customer 1562138628981 |v| sia |sla_1562138637823 [~]
NE_81 28

? Help

8.5

Copyright 2025

Figure 76: “Create Service” Wizard (VPLS, step 1)

Create Tunnel

Allows creation of Tunnel with working and optionally protection LSP. The LSPs can be created
via Manual or Automatic Routing.

The created LSPs are co-routed bidirectional LSP. This means the forward and reverse direc-
tions of a bidirectional LSP follow the same path, that is the same nodes and links from nodes A
to Z or from nodes Z to A.

During Tunnel configuration, the path bandwidth, Bidirectional Forward Detection (BFD) session
to detect failure condition on the path, and the path protection parameters can also be config-
ured.

When Service Profiles are used some of the settings applied during tunnel creation are pre-
defined in the profile.

The same dialogs are used in view only mode for the “Tunnel Details” view that is available for
existing tunnels.

In the tunnel graph, details of an LSP element can be displayed in an informative tool-tip, Link
details can be shown, and the A End NE or Z End NE configuration can be opened with the
required user class.
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Name 7843992538| Description BW [kbit/s] [ 10010/ Status Unsaved
Initiator NE_80 Terminator NE 82 [BE| Service Profile |vp|5_var_|:rit |v| Used BW [kbit/s] 10
Working Path - 3000 - 3000

« 3001 « 3001

<11> port-3 <11=> port-3

[=====] [=====]

NE_80 — 3002 - 3002 - 3002 - 3002 NE_82
\ « 3003 < 3003 EE“E < 3003 <3003 /
<11= port-¥11= port-1 RELLEY <11 = port-&11= port-4
Protecting Path NE_83
Path Protection | Encryption | Attached Pseudo Wires | Diagnostic | Protection
Working LSP (Unsaved) I Protection LSP (Unsaved) [ BFD |
Type |Designation)] AEnd | ZEnd | Cost | Status |Used BW[..] FW-n | Fw-out| R-n | R-out [l
XC Initiator-T... NE_80 C... Unsaved 0 3,000 3,001 0|~| Class T
Link NE 80 C... NE 82 C... 10 50,050 ass lype
XC Initiator-T... NE_82 C... Unsaved 3,000 0 0 3,001 Min Label 2000
Max Label 1048575

Ll

? Help

8.5.1

8.5.2

8.5.3

Figure 77: Create Tunnel, with Tunnel Graph

Manual Routing

When a Tunnel is created, the route has not been defined thus the Path contains a “Hole”. The
user can select Manual, Automatic or Advanced Routing to complete the route.

The Manual Routing window returns a list of possible MPLS links with enough available band-
width to reach the Next-Hop MPLS node. The user has to manually select each “Hop” until the
path is complete.

The listed next-hop links must fulfill several constraints:
* the links must have enough Available bandwidth

» to prevent loops, the links leading to nodes already in the path are not listed. This implies
that a link can only be used once.

Automatic Routing

Automatic Routing creates a complete LSP automatically based on the cheapest route. This
means the routing engine takes into account the administrative cost of the link, which is set via
section management or via NE Tab. The selected path between Initiator and Terminator, there-
fore has the lowest overall link cost in the network.

If Tunnel template is used, the automatic routing engine completes the path based on the tem-
plate’s configured Automatic Routing Parameters. Please refer to Advanced Routing for details.

Advanced Routing

Advanced Routing creates a complete LSP automatically based on the configured values of the
Automatic Routing Parameters.

If Tunnel template is used, the advanced routing engine will override the template’s configured
Automatic Routing Parameters in completing the LSP.
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Note:
The Advanced routing engine, however, will not change the Tunnel template’s configuration.

[ | Maximum Hops Routing Order |Shortest |v|

[l Maximum Cost
Included NEs Excluded NEs

D) [sseane ]

Excluded Links

Select Links

‘ Select Distinct Tunnels ‘ Filter Tunnels with current Endpoints

? Help | Route H Clear H « DK H X Cancel

Figure 78: Set Automatic Routing Parameters

8.5.4 Working and Protecting LSP
When the routing is completed, the Working LSP and Protection LSP tabs display the Working
and Protection Paths respectively.
The tabs allow to delete LSP elements of the type “Link”, and to set Protection or to set Unpro-
tected a working or protection LSP.
Name |_1521704899712 Description BW [kbit/s] | 1UU1U| Status Incomplete
Initiator ME_80 Terminator MNE_83 Senvice Profile |VPLS_var __prio |v| Used BV [kbit/s] 10
Path Protection rEncryption rAtlacIled Pseudo Wires rDiagnostic | Protection
Working LSP (Unsaved) { Protection LSP {Incomplete) " Bp | o
Type | Designation | AEnd | ZEnd | Cost | Staws | Used BW[Koits] | FWan | FW-out | Rdn | Rouw | | JForceDistinctPath
KC Initiator-Termi... ME_B0 ... Unsaved 0 0 0 0 = SI:I
Link NE_80 .. NE_82 .. 10 70,070 B
KT Transit ME_82 ... NE_82 ... Unsaved 0 0 0 0 - -
Link NE_82 . NE_83 . 10 70,070 | e |
KT Initiator-Termi... NE_83 .. Unsaved 0 0 0 0
| Automatic Routing |
| Advanced Routing... |
| Delete LSP Element |
Edit | | Save | | Deploy | | Delete | | € cancel |
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Name [_1521704899712 Description BW [kbit/s] | 1DU1U| Status Incomplete
Initiator NE_80 BH Terminator NE_33 B8 Service Profile |VPLs_var_pn'o |v| Used BW [kbit/s] 10
Path Protection rEncryption rm‘lached Pseudo Wires rDiagnostic | Protection
Working LSP {(Unsaved) Protection LSP {Incomplete) BFD
Type | Designation | AEnd | ZEnd | Cost | Status | Used BW([kbits] | FW-n | FW-Out | Rdn | R-Out T
| Manual Routing... |
| Automatic Routing |
| Advanced Routing... |
| Delete LSP Elemen |
[t | [Gsow | [ Fooer | [ Goome | [ @comn ]
Figure 79: Working and Protection LSP
8.5.5 OAM Bidirectional Forwarding Detection (BFD)
Bidirectional Forwarding Detection (BFD) is a network protocol used to detect faults between
two MEP endpoints connected by a link. The BFD establishes a session between these end-
points over a particular link by exchanging control packets.
Both MEPs exchange BFD control packets at a regular interval. The local MEP sends Continuity
Check (CC) packets at a defined “CC Interval” and the remote MEP monitors the arrival of the
CC packets and detects loss of Continuity (LOC) if the packets fail to appear over a certain time
period.
If the link or path is protected, separate BFD sessions (BFD CC Supervision) are automatically
established in the working and protection LSP to monitor both links.
Name I_1521?U4899?12l Description BW [kbit/s] | 1UU1U| Status Incomplete
Initiator MNE_80 Terminator MNE_83 Service Profile |\|"PLS_var_prio |V| Used BW [kbit/s] 10
Path Protection rEncryption rm‘lached Pseudo Wires rDiagnostic | Protection
VWorking LSP (Unsaved) Protection LSP (Incomplete) r BFD
Force Distinct Path
Initiator Terminator
BFD Session BFD Session
Working LSP BFD CC Supervision Working LSP BFD CC Supervision | E |
Discriminator 0 Discriminator 0 | Automatic Routing |
CC Interval [ms] |100 |'| CC Interval [ms] | | | | Advanced Routing... |
Protection LSP BFD CC Supervision Protection LSP BFD CC Supervision | = S |
Uelete LsH Element
Discriminator 0 Discriminator 0 R
CC Interval [ms] [100 v CC Interval [ms] | -]
| Edit | | Save | | Deploy | | Delete | | Ggancel |

8.5.6
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Figure 80: OAM Bidirectional Forwarding Detection

Path Protection

Allows you to define the notification frequency of the path state as well as the restoration actions
once the working path is repaired or restored. The protection mode defines whether or not the
traffic is switched back from protection path to the working path. There are two modes of opera-
tion:
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8.5.7

- Revertive mode

The traffic is automatically switched back from the protection path to the working path
after the expiration of the Wait-to-Restore (WTR) timer.

- Non Revertive mode
The traffic is not automatically restored to the working path, even if the working path is
repaired. Thus, administration form of intervention, i.e. a “Manual Switch” is needed to
invoke restoration action if required.
This mode is employed if the administrator wants to gain assurances about the integrity of

the path before switching path or if it is acceptable to continue operation without the (pro-
tection) path being protected.

Initiator —————  Terminator
Protection Mode |Revertive |v| |
WTR Time [s] 300
State Change Tx Interval [ms] |20.0 |v| |

Steady State Tx Interval [s]

Figure 81: Path Protection Parameters

In the graphical view of the Path Protection tab the currently active path is colored in gold while
the inactive path is black.

Working Path
- 3020 3020 —»
« 3021 3021 «
<11> port-3 <11=> port-4

NE 83 — 3094 3094 - -+ 3094 3094 - NE a1
T\ = 3095 3095 « EE“E « 3095 3095« 4 ~
<11> port-1 <11=> port-1 REELLEd <11=> port-5 <11> port-5
NE_80
Protecting Path

Figure 82: Path Protection - Active Path

Encryption

During Tunnel creation lets you select an encryption profile to be applied to the tunnel (end-to-
end), or to segments of the tunnel (hop-by-hop). Also, encryption can be applied separately for
working and protection LSPs.

In “Tunnel Details”, displays encryption status of the working and protecting tunnel on both the
initiator and the terminator side. The graphical view shows encrypted segments of working and
protection LSPs.

Allows you to select the encryption profile for the working and protecting tunnel on both the initi-
ator and the terminator side.

The selection of the encryption profile is managed by a specific security manager.
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Name |tunnel_pb2 Description

BW [kbit/s] [

0| Status Unsaved
Initiator Node1 Terminator Node3 Service Profile | [v] usedBW Knitis] 0
Working Path
— 3004 3004 — — 3004 3004 —
— 3005 3005 — — 3005 3005 —
CESM3<11=port1  CESM3 <11>part1 CESM3 <11=port2  CESM3<11=port-1
il ]l
— 3006 3006 — — 3006 3006 —
Moded Mode3
§— 3007 3007 — EEE“EE — 3007 3007 —
CESM3<11>port2  CESM3 <11> port-1 Bl CESM3 <11>port-2  CESM3<11> port-2
Moded
Protecting Path
4

F Path Protection | Encryption | Attached Pseudo Wires | Diagnosiic |

Working LSP (Unsaved) r Protection LSP (Unsaved) r BED | Profile |[4] Encrypted with OAM |v|
Working LSP | Protection LSP | | Create End-To-End Encryption |
Port | Direction | Fwdlabel | Reviabsl | RequiredProfle | Required gl | : |
Create Hop-By-Hop Encryption
Mode1 CESM3<11=port-2 Egress 3006 3007 [4] Encrypted with OAM 1 = H0p-By-riop yp
Mode4 CESM3 =11= port-1 Ingress 3006 3007 [4] Encrypted with OAM 1 i
Mode4 CESM3 <11= port-2 Egress 3006 3007 [4] Encrypted with OAM 2 | Create Segment(s) Encryption |
Mode3 CESM3=11=port-2 Ingress 3006 3007 [4] Encrypted with OAM 2
| Delete Encryption |
-
<] 1 [*]
? Help Edit || Gy Save || Deploy || Delete || € Cancel |
Figure 83: Encryption

8.5.8 Attached Pseudo Wire

Displays all the Pseudo Wires attached to a Tunnel (where available).

Allows you to open the VPWS and VPLS dialogs in details view mode where services are avail-
able already. During tunnel creation usually no attached Pseudo Wires are defined yet for that

tunnel.

Name 57196100 _tunnel_MNE_83_MNE_8: Description

Initiator  NE_83 D Terminator NE_82

Path Protection r Eneryption rAtIanled P:

do Wires |  Diagnosti

e ——

BW [kbit's] 10010 Status Deployed Valid

Used BW [kbitis] 10010

Protection

Working LSP (Deployed Valid) Protection LSP (Deployed Valid) r BFD
Class T Mission Critical
Name |Descripti0ﬂ| Initiator | Terminalnr| Service | Tunne! ‘ BW [kbit/s] | Class-Type Status | Il S e .
VPLS_150... NE_83 NE_g2 VPLS_150.. VPLS_150.. 10,000 Deployed ... =]
~|
e ] [Goe ] [Toon ] [0 ][O

Figure 84: Attached Pseudo Wire
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8.6 Tunnel Details

ETHERNET NETWORKING PACKAGE

8.6.1 Path Protection
Displays path protection information and allows you to execute switch-over commands.
Initiator Terminator
Protection Mode |Revertive |v| | | |
WTR Time [s] 300
State Change Tx Interval [ms] |20.0 |v| | | |
Steady State Tx Interval [s]
Protection Status
Request Sent No Request No Request Active LSP Working
Request Related Path Switch Over
User Data Traffic Working Working Command |Clear |v | % Execute
Clear
Request Received No Request No Request Lockout Protection
Request Related Path Forced SWi_tCh
Manual Switch
User Data Traffic Working Working
Figure 85: Tunnel Details, Path Protection
8.6.2 Diagnostic
Displays tunnel diagnostic information and lets you execute Ping, Trace Route and Delay Mea-
surement commands. With the use of PTP for node synchronization the delay measurement
allows for nanosecond resolution.
Name 335209 _tunnel_MNE_80_ME_ Description BW [kbit/s] 10000 Status Deployed Valid
Initiator MNE_&0 l:‘ Terminator MNE_82 l:‘ Service Profile | | Used BW [kbit/s] 20000
Path Protection r Encryption rAtlached Pseudo Wires r Diagnostic | [1 Protection
Working LSP (Deployed Valid) Protection LSP r BFD |
Command = LSP | | | NE |NE_80 |v| | 7 Execute |
Timeout [ms] 5000 EXP Value 0 Abor
Packet Count Interval [ms] TTL
Result
Index Global ID Maode ID Egress IF | Ingress IF | Outgoing Label Round Trip [ms] | Return Code | ]]
1 1 2 5 Success (3) =
| Edit | | Save | | Deploy | | Delete | | @Qlose |
Figure 86: Tunnel Details, Diagnostic
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9 Circuit Emulation

The Circuit Emulation application is the browser-based graphical user interface for creating and
monitoring Circuit Emulation Services (CES) in FOX61x networks.

HITACHI ‘ FOXMAN-UN CircuitService  Circuit Emulation Service VPWS Section NE o s @
€ Circuitodl : + Create ViewModes: @ off sv §3 D Deselect X <
M > NorthMetwork > Zoomtoselection © D @
Add Filter Q
+ 3
[=] 4
Sorthy: ~
a
Name ‘m
[nes | S8
CES220623-1
CES04
CES002 'R
CES230413-01 = M|
[nes2] [neso]
)
x| a o [hesz]

Figure 87: Sample CEM Overview Dialog with service list and service map

The CEM GUI dialog provides the following main tabs:
¢ Circuit Services
Lists all TDM Circuit services that make use of CES in the network;

Provides a service creation wizard guiding through all required steps to create and deploy a
Circuit Service.

e Circuit Emulation Services
Lists all CES services in the network;

Provides a service creation wizard guiding through all required steps to create and deploy a
CES.

* VPWS

Lists all Virtual Private Wire Services (VPWS) that are required for providing circuit emulation
services and teleprotection services.

* NE (Network Elements)

List all network elements and their key characteristics, including their support for CES ser-
vices;

» Section (physical links)
Lists all sections in the managed network and their key characteristics.

List entries can be filtered, and single or multiple entries can be selected and more detailed
properties can be displayed for any selected entries.

Various context menu options are available, such as opening initiator or terminator NE configu-
ration directly from the service, NE, or section, opening a details view, deleting a service, chang-
ing admin states, opening the alarm list.
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10  Teleprotection

The Teleprotection application is the browser-based graphical user interface for creating and
monitoring Teleprotection Services in FOX61x networks.

Create Teleprotection Service: TP01 @ X
> Tunnel M0 > Network Graph View Options
Force Distinct Path B
El Tunnel 1
®
' Tunnel 001_TP_W1_UP_Hyundai_McLaren v ® O

Tunnel 2

v Tunnel_001_TP_W2_UP_Hyundai_MecLaren v ® O

Figure 88: Sample Teleprotection Service Creation Wizard View

The Teleprotection GUI dialog provides the following main tabs:
¢ Circuit Service
Lists all TDM Circuit services that make use of CES in the network;

Provides a service creation wizard guiding through all required steps to create and deploy a
Circuit Service.

e Teleprotection Service
Lists all teleprotection services in the network;

Provides a service creation wizard guiding through all required steps to create and deploy a
teleprotection service.

« VPWS
Lists all VPWS in the network that are relevant for teleprotection services;

Provides detailed, structured information on every VPWS, their configuration, issues, related
items, and more.

» Section (physical links)
Lists all sections in the managed network and their key characteristics.
* NE (Network Elements)

Lists all network elements and their key characteristics, including their support for teleprotec-
tion services;
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11.1

SERVICE SUPERVISION AND REPORTING

Service Supervision and Reporting

Introduction

Service Supervision provides Service Level Management by monitoring “Services” and presents
Service operational state and fault state. In addition, it generates reports for “Services” that
present availability over time.

The sample EoS network diagram below illustrates the boundary of the FOXMAN-UN’s end-to-
end service monitoring and an overview of the Service Path.

Node A Node B
(Terminating NE) (Terminating NE) 2
s TDM . ‘ﬂ

____

Customer = [ ersrsrsr s TR TSI TTET Customer
Site A Site B

A

End-to-End TDM Service

Figure 89: End-to-End TDM Service Supervision

Service

A Service is a a collection of Service Paths, where a Service Path provides one complete
“channel” of the intended service. A Service must have at least one Path.

Path

A Service Path or transport route defines one complete channel of the Service. It is a combi-
nation of Service Components.

Service Components
A Service Component, which represents a physical or logical elements in the network, can

be:

Port

Circuit

The Networking Package (NP) must be enabled for Circuits to be part of a Service. If NP
is disabled, the operator can use only the Ports, Sections and Service Points for creating
a Service Path.

Section

Service Point

A FOXMAN-UN object, where key service control and configuration resides. For example,
an EoS Service Point represents the point where EoS is enabled/disabled and where EoS
specific alarms would be addressed.

The other supported Service Point types are as follows: X21, RS232 (V24/V28), E&M and
E1).

The diagram below illustrates a single end-to-end service with two different Paths (or transport
routes).
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Service Path 1
™ Green Network 4
NE-5 Protected WVC12 NE-100
Slot-4 EoS-1 :: Circuit :: EoS-1 Slot-18
Eth-5 (EoS-1 Mem-1) Eth-2
Service Path 2
Blue Network g
NE-G Protected VC12 NE-101
Sot-18 EoS-1 - Circuit —_— EoS-1 Slot-4
Eth-§ (EoS-1 Mem-1) —————= Eth-4
- L - -
Part Senvica Paint Circuit Service Point Part
-+ —————————————————— — Sarvice Path 1 Green Network - ————— — — — — — — — — — — — — — — -~
e Sarvice Path 2 Blue Network @ == cc - e -
End-te-End Service -

Figure 90: End-to-End Service Paths

11.2 Adding Services to Supervision

There are two basic ways to add services to Service Supervision:
a adding System Services directly from ENP or NP application,
b adding Advanced Services by manually creating service supervision entries.

The Service Supervision main window displays details of all the configured Services with their
corresponding paths and components, divided into the two groups in their respective tabs
(System Services and Advanced Services).

It is likewise the main dialog to call the relevant dialogs such as:
— Alarm List of the Service(s);
- Create/Edit Services;
- Manage Customer;
- Manage SLA;
- Manage NE Maintenance Mode;
- Manage Report Profile;
- Generate Report.
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11.3 System Services

File Edit View Tools Help

| L.| 0 ml & & == |2

l/ System Services |/ Advanced Services |

10| |
Mame '1| Type | Sub Type |Fault State|Description| Oper State|Supervision| Customer | Service L. |lll

AB1 Circuit Cleared Up Running Il

82-11-4--83-11-4-ETH_Link Link Cleared Up Running

82-11-4--83-11-4--ETH Section Cleared Up Running

81-11-4--83-11-5--ETH_Link Link Cleared Up Running =

81-11-4--83-11-5-ETH Section Cleared Up Running

81-11-1--82-11-1--ETH-ENC_Link Link Cleared Up Running

81-11-1--82-11-1--ETH-ENC Section Cleared Up Running ]

81-4-4--82-14-4--STM1 (WC12) Trail Cleared Up Running

81-4-4--82-14-4--STML (WC12) Trail Cleared Up Running

81-4-4--82-14-4--5TM1 (WC4) Trail Cleared Up Running

81-4-4--82-14-4--STML (STHM1 MS) Trail Cleared Up Running

81-4-4--82-14-4--STM1 (P12} Trail Cleared Up Running

81-4-4--82-14-4--STML (P12} Trail Cleared Up Running

81-4-4--82-14-4--5TM1 Section Cleared Up Running

80-81-82-83-001 tunnel NE 83 MNE... Tunnel Cleared Up Running ~

Entries: Total 35 Filtered 35 Selected 1

Figure 91:  Service Supervision Main Window, System Services

11.3.1 Adding Services

System Services are added to Service Supervision via the context menu of an ENP or NP ser-
vice. The context menu of a service in ENP or a TE in NP includes the option “Supervision” with
the following commands:

* Enable

| 4 Enable... |
+ Disable

| = Disable... |
* Resume

| [>> Resume |
+ Pause

| 00 pause |

In addition to these commands, service configuration can be reloaded, details can be shown,
and the service can be shown in the Service Supervision dialog via the following further “Super-
vision” commands:

Reload Configuration

Show Details...
Show In Service Supervision...

Reload Configuration will reload the configuration from the network (NEs) to make sure the
information in the database is up to date in case of recent changes to the service.

Showing details opens a hierarchical view of the service structure in the Service tab and related
alarms in the Alarm tab.

When “Show In Service Supervision...” is selected, the service is shown in a filtered view of the
System Services tab of Service Supervision.
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11.4

Advanced Services

File Edit View Tools Help

SERVICE SUPERVISION AND REPORTING

| L.| ® m & & == |2
r System Services rAdvanced Services |
Q| |
Name Type sub Type Oper Network | Fault Level Descriptilll
¢ 3E Wire5-VPWS Service 1653042427 Service Up Cleared Service geng* |
¢ = Path for Tunnel-LAN4 tunnel ME_83 NE_82 Path Up blue Cleared
©) NE_83 [211] SPAVPWS-20 (Wire5) Service P... WPWS Up blue Cleared
& MNE_83 [8] eth-9 Port Up blue Cleared =
¥ LANA tunnel NE_83_NE_82 Tunnel Up blue Cleared
©) NE_82 [211] SPAVPWS-19 (Wire5) Service P... WPWS Up blue Cleared
€ NE_82 [8] eth-7 Port Up blue Cleared ]
B-182-11-4--83-11-4--ETH Section Up blue Cleared
T #VPLSIO-VPLS Service 1653042859 Senvice Up Cleared Service gene
¢ = Path for Tunnel-Tunnel NE_80 NE_83 Path Up red Cleared
@ MNE_80 [211] SPWPLS-10245 (VPLS10) Service P... WFLS Up red Cleared
<& NE_80 [11] eth-4 (ETH-4) Port Up red Cleared
© NE_80 [211] SPWPLS-PW-32 (VPLSLO_pw_NE_... Service P... WPLS-SWI  Up red Cleared
E-180-11-1--83-11-1--ETH Section Up red Cleared
E-180-11-5-81-11-5-ETH Section Up red Cleared ~
Entries: Total 35 Filtered 35 Selected 1
Figure 92:  Service Supervision Main Window, Advanced Services

11.4.1

Creating Services

The Service Editor dialog is launched from the Service Supervision main dialog to create or edit
Services. It looks similar to the main dialog, with the following differences:

Displays only the details of the current Service being created or edited;

Does not show the status and alarms;
Allows deleting the current Service;

Allows adding or deleting Service Path(s), Service Component(s);

Allows editing the existing Path and Service attributes of the current Service.

B = (B3
Mame | Type | subType | AEnd | ZEnd | Network | ]|
7 3EA L... Edit ] senvice Fri Mar 02 10:59:1 |
Qo path blue Fri Mar 02 11:01:1
¥ Create 35379790 tunnel_NE_82 NE_80 tunnel NE 82 NE_80 blue
1l = Remove 53099434 _tunnel NE_82_NE_80 tunnel NE_82 NE_80 blue
TS ToTea00631963_tunnel_NE_82 NE_80 tunnel NE_82 NE_80 blue =
I vPLS_1502886379790_tunnel_NE_82_NE_80 tunnel NE_82 NE_80 blue
I VPLS_1503663099434_tunnel_NE_82_NE_80 tunnel NE_82 NE_80 blue
I VPLS 1505833786422 tunnel_NE_82_NE_83 tunnel NE_82 NE_83 blue |4
I vPWS_1502357704500_tunnel_NE_82_NE_83 tunnel NE_82 NE_83 blue
I vPWS_1519400449380_tunnel_NE_82_NE_83 tunnel NE_82 NE_83 blue
I VPLS_1519400631963_tunnel_NE_82_NE_80 tunnel NE_82 NE_80 blue
I VPLS 1505833786422 tunnel_NE_82_NE_83 tunnel NE_82 NE_83 blue
I vPWS_1502357704500_tunnel_NE_82_NE_83 tunnel NE_82 NE_83 blue
I vPWS_1519400449380_tunnel_NE_82_NE_83 tunnel NE_82 NE_83 blue
o= 1519084887738 path yellow Fri Mar 02 11:01:2
¢ = 1519984764962 path green Fri Mar 02 10:59:22
4] [ I [v]

Figure 93: Service Editor
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11.5

11.5.1

11.5.2

Service Supervision Tools and Options

SLA Manager

The Service Level Agreement (SLA) contains the service reliability/performance metrics that can
be negotiated between the service provider and a customer to guarantee levels of quality for
traffic transiting the network.

The current implementation monitors only the actual Service Availability and compares it against
the Service Availability threshold set in the SLA. If this threshold is crossed, an SLA violation is
reported in the Service Reporting dialog. The SLA manager is only applicable to Advanced Ser-
vices.

IEE

Name | Description | MaxBER | MaxDelay|lll
sla_1510922045269 Fri Mar 02 10:20:05 CET 2018 1,065,353,216 B
o3 SLA Editor “
Name [sla_1519982945269] |
Description |Fri Mar 02 10:29:05 CET 2018 |
Max BER [1.06535322E0 |
Max Delay [ |
Min Availability |99 |
Min Bandwidth |10 |

| v DK | | M Cancel |
1] i D] |

Figure 94: SLA Manager / SLA Editor

Service Alarms

The key piece of functionality in the Service Supervision is identifying which Services are
impacted by traffic affecting equipment alarms. This feature is useful when troubleshooting a
service problem.

The Alarm List dialog filters the alarms based on the selected element(s), e.g. list only the Ser-
vice Alarm of the selected service(s) or list all the alarms of the service(s), service path(s) and
service components.

|I| Please note:
Important points about Service Alarms:
— Only one Service Alarm active per Service;

— If a Service Alarm changes severity, the active alarm is cleared and a new
alarm is raised;

— Only traffic affecting equipment alarms are monitored for Service Alarms.

— To prevent service alarms from being activated during NE maintenance, a main-
tenance flag can be set on the NE. This will suppress all service alarms during
the maintenance.
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File Edit View Help

LIE

NE | Alarm Id: (1) |Mlarm On Time| FaultCause | Severity |Alarm off.|s{llI
VPWY: ; VPWS Senvice 15199854321 2018/03/02 - __ Total Service L Critical o~
@Alam Properties... A B ]
I — m Praperties of VPWS_1519984987669- VPWS Service 1519985432...
== eral Details
B HE View...
WE Location

Total Service Loss
Fault Cause

Work Instructions

Service Path Availability 0%
Comment

Predefined Comment Ho Confirmation |v|

[ [

<
Entries: Total 143¢

| ¥ OK H & Apply H X cancel ‘

Figure 95: Service Alarms, Alarm List and Alarm Properties

Service Alarm Severity
The mapping of equipment alarms to service fault state is configurable via:

/opt/nem/etc/singlePathServiceAlarmMapping.cfg
and
/opt/nem/etc/multiPathServiceAlarmMapping.cfg

NE Alarm Filter

The customer-specific mapping for alarms to be processed or ignored by Service Supervision is

configurable via:
/opt/nem/etc/neAlarmFilterServices.cfg

For details, please refer to chapter “FOXMAN-UN Configuration Files” of the “FOXMAN-UN
under Linux” User Manual.

Service Reporting

Service Reporting is only available for Advanced Services. It displays the Service end-to-end
performance monitoring information as listed below:

Service Events
Lists the service events within the specified reporting period (1 to N days).
In the daily reports, the “Event Start Time/Event Start Off” indicate:
- from the event ON to the event OFF in case both events are during the reported day;
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- from the event ON to the end of the day, if there is no OFF period event during the

reported day;

If there is no ON, but the OFF event, the time until OFF is reported.
The “Event Duration” indicate:

If the ON event persists during the day, the full day is reported (86400

seconds);

- Note for the daylight saving, the duration of a day is adjusted (23 or 25 hours).

-

4]

ol [B]s]

Report Query Criteria

Report Type Reported Services From |Jan 1,2018 EI To |Mar22, 2018 EI | © Load |
Semice Na...|Event Start...|Euent Start...| EventEnd ...| EventEnd ...|EventDurat...| EuentDesc...| Customer | SLA | |
151998308...| 02/03/2018 | 10:58:49  02/03/2018 10:58:49 0 Senvice Cre... customer_... sla_15199...
AIIMPLS-T... 02/03/2018  11:00:35  02/03/2018  11:00:35 0 Semvice Cre... customer_... sla_15199...
VPWS_151... 02/03/2018  11:10:32  02/03/2018  11:10:32 0 Semvice Cre... customer_... sla_15199...
VPWS_151... 02/03/2018  11:10:33  02/03/2018  23:58:59 46167 Componen... customer_.. sla_15188..
VPWS_151... 03/03/2018  00:00:00  03/03/2018  23:59:59 86400 Componen... customer_... sla_15199...
VPWS_151... 04/03/2018  00:00:00  04/03/2018  23:50:59 86400 Componen... customer_... sla_15199...
VPWS_151... 05/03/2018  00:00:00  05/03/2018  23:58:59 86400 Componen... customer_.. sla_151988..
VPWS_151... 06/03/2018  00:00:00  06/03/2018  23:50:59 86400 Componen... custormer_... sla_15199...
VPWS_151... 07/03/2018  00:00:00  07/03/2018  23:50:59 86400 Componen... customer_... sla_15199...
VPWS_151... 08/03/2018  00:00:00  08/03/2018  23:59:59 86400 Componen... custormer_... sla_15199...
VPWS_151... 09/03/2018  00:00:00  09/03/2018  23:50:59 86400 Componen... custormer_... sla_15199...
VPWS_151... 10/03/2018  00:00:00  10/03/2018  23:50:59 86400 Componen... customer_... sla_15199...
VPWS_151... 11/03/2018  00:00:00  11/03/2018  23:59:59 86400 Componen... custormer_... sla_15199...
VPWS_151... 12/03/2018  00:00:00  12/03/2018  23:50:59 86400 Componen... custormer_... sla_15199...
VPWS_151... 13/03/2018  00:00:00  13/03/2018  23:50:59 86400 Componen... customer_... sla_15199...
VPWS_151... 14/03/2018  00:00:00  14/03/2018  23:59:59 86400 Componen... custormer_... sla_15199...
VPWS_151... 15/03/2018  00:00:00  15/03/2018  23:50:59 86400 Componen... custormer_... sla_15199...
VPWS_151... 16/03/2018  00:00:00  16/03/2018  23:50:59 86400 Componen... customer_... sla_15199...
VPWS_151... 17/03/2018  00:00:00  17/03/2018  23:59:59 86400 Componen... custormer_... sla_15199...
VPWS_151... 18/03/2018  00:00:00  18/03/2018  23:50:59 86400 Componen... custormer_... sla_15199...
VPWS 151.. 19/03/2018 00:00:00  19/03/2018 23:50:59 86400 Componen.. customer ... sla 15199

Figure 96: Service Events Report (Report Viewer)

Service Outage Daily Statistics

Displays the Service unavailability instances count and time intervals for the 24h period.

4 [o] B]s]

Report Query Criteria

Report Type |DairyFailureCount1|v| Reported Services From Mar22,2018 [+ To

- [ ]

Circuit Name| Report Day | Outage Co._| Shortest 0_|Longest Ou_| Total Outage|#verage Ou | Total Onlin_| customer | sia | |
151998308, 22/03/2018 0 0 0 0 0 34446 customer__ sla_15199 |
VPWS_151 . 22/03/2018 1 34446 34446 34446 34446 0 customer_. sla_15199
VPLS_151.. 22/03/2012 0 0 0 0 0 34446 customer_.. sla_15199..
AIMPLS-T. 22/03/2018 0 0 0 0 0 34446 customer__ sla_15199_
Figure 97: Daily Failure Count 1 Report (Report Viewer)
o [B]s
Report Query Criteria
Report Type |Dairy Failure Count 2 |v| Reported Services (B3| From Mar22,2018 |~ To E
Link Name | ReportDay | StartTime | EndTime | =<10s | 10s.60s | 1min.10..] =10min |Numberof .|Qutage Time| Custorr
151998208.. 22/02/2018  00:00:00  00:00:00 0 0 D 0 0 0 customer = |
VPWS_151.. 220032018 00:00:00  09:34:48 0 0 0 1 1 34488 custome
VPLS_151. 22i03/2018 00:00:00  00:00:00 0 0 0 0 0 0 custome
AIIMPLS-T.. 22/03/2012  00:00:00  00:00:00 0 0 0 0 0 0 custome
<] i Dl
Figure 98: Daily Failure Count 2 Report (Report Viewer)
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Service Monthly Availability

Displays the calculated Service end-to-end Availability per month. It likewise detects threshold

violations against the Availability QoS metric set in the SLA.

A o] [B]s]

Report Query Criteria

Report Type |Monthly Availability |w| Reported Services From ‘Jan.zms :l To ‘Mar.zms :l © Load

Link | Jan2018 | Feb2018 | Mar2018 | YTDMar2018 | Customer |  SLA | Violations | |
1519963084194 1 1 customer_1_ sla_15199 _ OK
VPWS_1519984987663- VPWS. . 0.3242 0.3242 customer_1... sla_15199... Violated
VPLS_1519985463542- VPLS 1 1 customer_1.. sla_15199. . OK
All MPLS-TP Tunnels 1 1 customer_1... sla_15189.. OK

-

1]

Figure 99: Monthly Availability Service Report (Report Viewer)

11.54 Service Report Manager

Allows the creation of Service Report Profile to:
— Schedule report creations;
- Send generated reports to an email or save in a local directory.

[#]

Name | Descripion | Destination File | Destination Email | ReportContent | Scheduling [[lll
Sen aoa : S 20181...|~|
se
se

Name 0 |ser\ticeRep0rtF'mﬂIe_1521?0?2?340[]
Description |Thu Mar 22 09:27.53 CET 2018

Destination
Destination File |m0nth|y_avai|ability
Destination Directory |Ilocala'

Destination Email |
Content
Report Type Monthly Availability | |

Reporting Period ‘15 Month(s)

Reported Services
Schedule

Execution Periodicity
[ -]

Execution Moment

1]

Figure 100: Service Report Manager

The dialog lists the Reports Profile, showing the Report Type (Service, Daily Statistics Count 1,

etc.), the Schedule of the report generation and the Destination of the generated report(s).

Copyright 2025 Hitachi Energy. All rights reserved.

109



FOXMAN-UN | SYSTEM DESCRIPTION

12

12.1

12.2

PRINT & INFORMATION EXPORT

Print & Information Export

Documenting the network is an essential part of managing the network. FOXMAN-UN provides
help to keep track of changes and allows an operator to print where required the necessary
information for network operation. Amongst the possibilities available, the operator can print or

save to a file.

Table Print /[Export

FOXMAN-UN dialogs represent data and information in table form. This allows the user to:

» sort, filter and re-organize the table’s rows and columns to help manage the data effectively;
» export and save the table’s contents to a csv or xml file;

» print the table’s contents.

IC Eport of HetwerkElenents =
saven: [ nem ~| (@] [&] =) BEle=
o et Sitlings —
= tmp
g log
] nemsrv
— &0 G
zf Expor[,,,___ 1 Filo hame:  tabéedexpor
Fies of Type: [cov -
¢=h Print... I
Expori Cancel

State | Foreign Fey! {13
g
o

2

Y
[: Print Options for NetworkElements
Scale (%) 100 ~

Fit to width

Print ... Preview ... Cancel

NE Reports

On a per network element basis it is also possible to print or save to a file in CSV format via
UCST (FOX51x NEs only):

* Log Book;

* Inventory;

* via the «File > Print» menu the following:

Frint Chject

Units

Unit Parameters
Sublnits

Alarm Configuration
Cross Connections

iming Sources
ME Parameters
Software Installation

Print Close

Figure 101: NE Reports
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12.3 Inventory

The inventory of the managed network is periodically collected and saved in the FOXMAN-UN
database.

Inventory reports of different types can be generated and either sent to the screen or saved as a
CSV or a XML file for integration into an OSS (Operation Support System).

A «Request Inventory Report» dialog is provided for the configuration of the required report.

Report Details

Report Type |NE Inventory |v|

Report to Screen

[ Report to File

FileType  [csv| |

File [ | | Browse

Reporting NEs

Selected NEs (74 out of 74) | Change Selection...
Name | Addressing | Alarm State | Operational State | Supenvision | D | Agent Namilll
ME_80 IP:192168.3.. Manageable on 1 Ageni-1 |~
ME_82 IP: 1921682 [Cleared | Manageable on 2 Agent-1 3
MNE_23 IP: 1921652, [Cleared 0 Manageable on 3 Agent-1 L
ME_17Z2... IP: 172.31.68.8 Minor Manageable on 4 Agent-2
ME_172_. IP: 172.31.69_._. Minor Manageable on 5 Agent-2
ME_172.. IP: 172.31.68.7 Minor Manageable an 6 Agent-2
ME_17Z2... IP; 172.31.68.9 Minor Manageable on T Agent-2
ME_172_. IP: 172.31.69_._. Minor Manageable on 8 Agent-2
ME_172... IP: 172.31.69.... Minor Manageable an 9 Agent-2
ME_17Z... IP; 172.31.68.... Minor Manageable on 10 Agent-2
ME_172_. IP: 172.31.69_._. Minor Manageable on 11 Agent-2
ME_172... IP: 172.31.69.... Minor Manageable an 12 Agent-2 =
4] ] | Dl
Logic Filter
LB
|Access Type |v| |equa|s |v| |An'_.r |v| l:l

| + OK || % Cancel

Figure 102: Print - Inventory (Request Inventory Report)

The following types of reports can be generated:
* NE Inventory:
NE properties and relevant agent properties.
e Unit Inventory:
Hardware and ESW properties of all units in the selected NEs.
* Port Inventory:
All ports per unit, with their label, layer rate, activity status and service type.
» Configuration Inventory (for FOX51x NEs):
- NE inventory:
NE properties and relevant agent properties.
- TTP:
TTP properties and relevant agent properties.
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— Matrix connections:

All cross-connections with their group label, layer rate, directionality and protection as
well as their a and z end identification and trail termination point data.

- Software:

Software installation configuration and relevant agent properties.
- Timing source.
- NE parameters.
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13

13.1

13.1.1

13.2

13.2.1

Installation, Administration & Help Tools

Installation

General

Simplicity of use is the prime objective of the FOXMAN-UN design. This starts with the installa-
tion of the application. It has been designed to be as simple as possible, and assumes a mini-
mum knowledge of the workstation and operating system.

System Administration

Remote Admin Tool

This tool provides a number of system functions via the NEM Remote Admin Tool GUI. Using
these functions does not require essential Linux knowledge.

ﬁ NEM Remote Admin Tool (dev015) A - O X
Help
Server Name: devols | License Information |
Server IP: 172.31.41.131

| Manage Authentication Keys... |

Server State: Running | Start/Stop Services... |
Available Disk Space (Mount Point: /) [GBl: 19/26 (73%) | Inventory Information |
DB Backup State (scheduled backup): oK | Schedule Periodic Database Backup... |

DB Backup Info (newest scheduled backup): File Name: dailyBackup.bck.2021041...
Date: Tue Apr1317:55:31 CEST 2021
Size [MB]: 216 |
Location: Scheduled backups

Backup Database Manually... |

| Restore Database Backup... |

Server Type: Standard | Main/Standby Configuration... |

Partner Server(s): None | Configure Partner Server... |

| Refresh Server Info |

Figure 103: NEM Remote Admin Tool

Once installed, FOXMAN-UN provides the FOXMAN-UN administrator with a simple administra-
tion tool to help carry out the basic tasks of:

* Viewing and loading the license key,

* Managing authentication keys,

» Starting/restarting and stopping FOXMAN-UN services,
* Re-synchronizing NP objects with BP NE data,

* Viewing the Element Agents status,

» Viewing server inventory information,
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13.2.1.1

13.2.1.2

» Scheduling periodic database backups,
» Performing a manual database backup,
* Restoring a database backup manually,
* Providing redundancy via main/standby configuration.

License Information

The License Info dialog shows the details of the currently active license keys. Depending on the
licensed options, one or more tabs are provided in the dialog. As a default, the NEM license tab
includes the workstation identification number and the LAN interface ID, followed by the various
licensed options.

Via the command button “Upload NEM License File...” menu it is possible to select a new
license key file.

MEM License

Workstation identification number: 389720281 (ens3)

License File: : Jopt/nem/etc/license.xml =
Type of license key : regular

Company :

Version : R15A

workstation identification number 1 389720281

Type of installation ; core

KeyGen Creator Id 1 99 3
Product Type 1 NEM

Language supported 1 en

Language supported Doru

Language supported 1 de

Language supported . fr

Language supported :ar I
Maximum number of GUI users 1 999 Used: 1

Database 1 yes

Service Supervision 1 yes Licensed: 100000 Used: 9

Service Reporting 1 yes

ERPS T yes

STP Toyes

SNMP northbound interface 1 yes

Performance management 1 yes

CLI northbound interfaces ; yes L
Windows 1 iente s wes =
| Upload NEM License File... |

| Refresh License Info |

Figure 104: NEM License sample

Managing Authentication Keys

The tool to manage authentication keys is provided in the “Manage Authentication Keys” dialog.
It allows you to create, activate, and delete authentication keys. Such keys are used e.g. for
secure access to FOX61x nodes.
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#= Create |

Delete |

Activate |

ID | Name | Description | active [Fingerprint] creatlll

2 keyl-n... keyl-nemon nem@nemsr... SHAZS56: ... 2019-1|* |

<] I [ |
Entries: Total 1 Filtered 1 Selected 0

[[] Show full public keys

Figure 105: Manage Authentication Keys sample dialog

13.21.3

Start/Stop Services

This function reports the status of the FOXMAN-UN services and provides commands to start
and/or stop services. It allows you to:

Show all FOXMAN-UN services (i.e. base services, core services, and additional services
like e.g. DIRAC services, depending on license options) with their name, description, selec-
tion for restart, restart indication, state, start date, and run time;

Restart selected services;

Start NEM core services;
Stop NEM core services;

Execute NP Resynchronization with BP NE data;
Show Element Agents.
You can refresh the services status via the “Refresh Services Info” button.

Name Deseription fcsir?lricstt?t Restart | State | Start Date| Runtime |l
7 All UNEM Services | =
¢ Base Services

nem-omni-event.senvice MNEM Omn... active 2021/04/,.. 0d - 01:0...
nem-bp-apigateway.service MNEM BF A... active 2021/04/,., 0d - 0L:0...
nem-bp-nemcore,service MNEM BP M., active 2021/04/,., 0d - 0L:0...
nem-bp-mainstandby. service MNEM BF ... active 2021/04/,., 0d - 0L:0...
nem-omni-names. service MEM Omn... active 2021/04/,., 0d - 0L:0...
nem-prwd.service MNEM proc... active 2021/04/,., 0d - 0L:0...

nem-bp-securitymgr.senvice MNEM BP S... active 2021/04/,.. 0d - 01:0...| =

¢ Core Services |

nem-bp-linetestmgr.service MNEM BP Li... active 2021/04/,., 0d - 0L:0...
nem-bp-reportmgr.senvice MNEM BPF R... active 2021/04/,., 0d - 0L:0...
nem-bp-healthcheck.service NEM BP h... active 2021/04/,., 0d - 0L:0...
nem-bp-pmecollector.service MNEM BPF P... | active 2021/04/,., 0d - 0L:0...
nem-bp-webfrontend.senvice MNEM BP w.., active 2021/04/,., 0d - 0L:0...

nem-bp-networkmgr.service MNEM BP M., active 2021/04/,,, 0d - 01:0...| |
nem-bp-ptpmap.senvice MNEM BP ... active 2021/04/,., 0d - 0L:0...
nem-bp-networkguerymgr.service  NEM BP ... active 2021/04/,., 0d - 0L:0...
nem-bp-blm.service MNEM BF B... active 2021/04/,., 0d - 0L:0...
nem-enp-secmagr. service MNEM EMP ., active 2021/04/,., 0d - 0L:0...
nem-bp-publicgateway.semvice MNEM BP ... active 2021/04/,., 0d - 0L:0...
nem-him-snmpnbi.service MNEM HLM ., active 2021/04/,., 0d - 0L:0...

nem-bp-qoste. senvice MNEM BP ... active 2021/04/,,, 0d - 0L:0... |«

| Refresh Services Info |

Restart Service

| Restart selected service(s) ‘

NEM Core Services

| Start NEM Core Services ‘

| Stop NEM Core Services ‘

Resync

| NP Resync ‘

Element Agents

| Show Element Agents ‘

Figure 106: Services Management dialog

The most likely reasons for using the “Start/Stop Services” function are:
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13.2.1.4

13.2.1.5

13.2.1.6

13.21.7

13.3

* To stop the FOXMAN-UN system for restoring the database from the backup (the FOXMAN-
UN core must be inactive for this process).

» To stop and restart just the core for the purpose of activating changes made to the configura-
tion file “nem.conf”.

» To try and recover from some error conditions (indicated for instance by deteriorated perfor-
mance) by stopping and restarting the system or selected services.

Element Agents

Element Agent (EA) information is provided in the “Services Management” dialog, which is
called via the “Start/Stop Services” button. Click the “Show Element Agents” button to open the
dialog.

EA Name, Host Name, Server Name, Port, Manager ID, NAT Manager ID, Process ID (PID),
Admin status, current status, and EA ID in the database are shown for each Element Agent.

Inventory Information
Disk Information

This information is provided in the “Inventory Info” dialog. The disk information is provided in raw
format, i.e. for each of the logical/physical disk devices it shows the device name, mount point,
total size, available size, and usage.

Memory Information

Information on memory is provided in the “Inventory Info” dialog as follows:

Total, used, free, shared, cached, and available memory is shown for both RAM and swap
space.

CPU Information

CPU information is provided in the “Inventory Info” dialog as follows:

For each of the CPU cores, CPU information is displayed similar to the Linux command
“vmstat”.

Database Backup and Restore

For description of how to use the DB Backup and Restore functions, refer to the user manual
“FOXMAN-UN Main/Standby Solution” [1TKHW029097].

Managing Main/Standby Configuration

Detailed information on the setup and configuration of server redundancy, i.e. the Main/Standby
configuration, is provided in the two documents

e User manual “FOXMAN-UN Main/Standby Solution” [1KHW029097],

» Application note “FOXMAN-UN Main/Standby Solution” [TKHW029089-R18].

NEM Help Viewer

Also provided with the application is a context based on-line help which provides the necessary
information associated with every dialog. This ensures that the operator always has at hand the
necessary help to manage the network.

The help viewer offers a table of contents that is grouped logically. It allows navigating through
all the help pages. Additionally the help pages themselves contain links to related pages. There
is also a search function incorporated.

The help viewer can be started as a separate application anytime, either from the menu or via
command line.
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(@O ra]

[ NEM Help System

I MEM Introduction
[ NEM Architecture
[1 NEM Desktop
[ WEM Configurator
[ MEM MNetwork Browser

I MEM Desktop

(] NEM Desktop Main Windo
[1 MEM Login

[ Host Manager

[ Remote Admin Tool

[ Monitoring Dashboard

I MEM Configurator
[ Main window

1 NEM Network Browser
[ Main Window
[ open Map
[ create Map
[ Import/Export Graphics

1 Functions

o) Network Configuration
o] Security Configuration

o= ] Alarm Customisation
o1 Map Population

o) Fault Management

o) Performance Manageme
o] Configuration Manageme
o= | Network Functions

o= ] Ethernet Traffic Protectio
o] System Functions

1 Networking Package
[ MP - Introduction
[ MP - Circuit Provisioning
[ NP - Main Window
[ NP - Usage
[ WP - Application Manager
[ MP - Application Filter

T

[»

[J NP - Application (View/Cre
4] i I [¥]

|l

NEM Desktop = NEM Desktop main window

[»

NEM Desktop main window

Purpose

The NEM Desktop dialog serves as the initial control panel which is opened by the NEM login
process, The login connects the desktop to an active NEM core, All applications and dialogs
opened from the desktop are now automatically communicating with that NEM core,

Dialog image

NEM Desktop

File

&pplication| Fault Management Network System Options Help

NEM Network Browser...

MEM Configurator...

Section Management...
Networking Package...
Ethernet Networking Package...
Ethernet Security Manager...
Service Supervision...

Circuit Emulation Manager...

Connected to: c-v-dev0l5

Informational content

Colored field with the label "Connected to:" followed by the name andfor IP address of the core
machine, In a main/standby setup, the machine name is followed by its type (in brackets):
+ Main

The core machine (server) is the main server in a mainfstandby setup.
= Standby

The core machine (server) is the standby server in a main/standby setup.
+ Standard

The core machine (server) is a standard core machine and not part of a mainfstandby setup.
The background color of the field indicates the status:

« Green:

Figure 107: NEM Help Viewer

13.4

Remote Executor

L

Under the “System” menu of the NEM Desktop an option is provided for executing scripts. The
dialog is called Remote Executor. It allows you to import, execute, and delete scripts for execu-
tion of specific tasks in your network.

13.5

Technical Documentation

The FOXMAN-UN documentation (NEM DOC Viewer) is delivered together with the FOXMAN-

UN system software. The documentation is installed on the core machine via an install script:

[rootR@R host] # <LocalDrive>/Documentation/install.sh

Once installed, the documentation can be called from the menu or via command line. It opens
up a navigation page from where all available documents can be accessed.
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14

14.1

14.2

14.3

14.3.1

FOXMAN-UN Standby & Recovery Concepts

Introduction

From the perspective of management of a network, a key consideration is how one recovers
from a disaster situation. The main disaster situations are related to:

» Loss or suspected corruption of database,
* Hardware failure.

In both cases it is necessary to recover the data and ensure that FOXMAN-UN is up and run-
ning again in the shortest possible time.

The following chapters cover how the FOXMAN-UN application can be protected against these
types of unforeseen situations and recover from them.

Database Backup

The first aspect of data integrity for FOXMAN-UN is to ensure that regular backups are taken of
the critical data. FOXMAN-UN provides the necessary tools for regular backups, and subse-
quent restoration of the database, alarm history, activity history, along with user-selected files
(these have to be copied into a special directory for this purpose).

In addition the network elements store their configuration and alarm information locally. This
means that the NEs are not dependent on the manager for their normal operation.

Hence, in case of a manager (FOXMAN-UN) failure the network elements will continue to func-
tion and the network traffic is not affected. Furthermore, if there have been any network
changes since the last backup, it is always possible to upload the information from the network
elements themselves.

Standby System

Backup of the database only protects the data used for the management of the network. How-
ever, this does not provide any failsafe or graceful rollover mechanism in case of a failure of the
hardware on which the application is operating.

By failsafe, it means that there is no possibility that an error can occur. The typical hardware
configuration being used for FOXMAN-UN to manage the network could be:

» a single workstation to manage the whole network (user interfaces, agents and database
installed on the same machine);

e a server with the central database.

In each of the above cases it is absolutely paramount to be able to recover the data and bring
the manager back into operation in the shortest possible time, with a graceful switch over to
another workstation or server.

Standby Concept for FOXMAN-UN

The FOXMAN-UN standby concept provides different possibilities. Standard options:

* Cold standby: a standby machine is used to take over the management from the working
(main) machine in case of an error. While in cold standby, the standby server regularly
fetches the database from the main server to keep its database synchronized.

*  Warm standby: The main FOXMAN-UN server and the standby server machines are con-
nected to the network, and backing up their database in regular intervals. In case of a failure
of the main server, the warm standby server takes over automatically. While in warm
standby, the standby server regularly fetches the database from the main server to keep its
database synchronized.
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|I| Please note:

The term machine represents either a workstation or a server.
The criteria of all recovery methods are based on the importance of speed of return to normal
operation.

14.3.2 Cold Standby

Under normal operation it is expected that the database and system files are backed up on a
regular basis. In case of failure of the main workstation or server, the operator must:

* Make sure that the workstation ports are connected to the management network (i.e. the
LAN port is connected).

* Manually start the core services on the cold standby system.
» Connect the clients to the cold standby system once it is up and running.
The requirements for this solution are:

* A second workstation or server — with the same Hardware configuration as the main one,
with FOXMAN-UN installed;

* A second FOXMAN-UN license & key for the new hardware.

» Setting up the Main/Standby configuration with the two servers, and selecting “Cold Standby”
for the standby server.

This solution is sufficient to provide a standby concept with a recovery time of approximately 10
min. It requires manual intervention.

14.3.3 Warm Standby

This option is supported via the Main/Standby option. When the core services on the main
server are down, or when the main server is not reachable, the standby server starts its services
automatically after a predefined timeout and is available during the unavailability of the main
server.

The requirements for this solution are:

* A second workstation or server — with the same Hardware configuration as the main one,
with FOXMAN-UN installed;

* A second FOXMAN-UN license & key for the new hardware.

» Setting up the Main/Standby configuration with the two servers, and selecting “Warm
Standby” for the standby server.

This solution provides a faster switch-over than the cold standby, and the standby server activa-
tion is done automatically with configurable timeouts.

14.4 Internal Process Recovery

14.4.1 Watch-Dog Processes

FOXMAN-UN has two watchdog processes, which ensure that critical processes stay active. In
case of failure of a process, it is automatically restarted and appropriate indications are provided
to the operator via the Alarm list.

The watchdog mechanism is automatically initiated upon installation and reboot of the worksta-
tion. In this way FOXMAN-UN looks at the recovery from a critical situation by itself before
involving the operator.
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15 HW and OS Requirements

The FOXMAN-UN application is offered in different versions for the following platforms:
* Red Hat Enterprise Linux (RHEL),
* Microsoft Windows® based PCs (Client only, i.e. GUl and NEM Help).

15.1 RHEL Platform

The FOXMAN-UN application can be installed on Red Hat Enterprise Linux (RHEL) versions as
given in the Release Note for the current FOXMAN-UN release.

For more details on operating system and hardware requirements refer to the FOXMAN-UN
Release Note under «Hardware and OS Requirements».

15.2 Microsoft Windows Platform

For details on operating system and hardware requirements for the FOXMAN-UN client for Win-
dows® refer to the FOXMAN-UN Release Note under «Hardware and OS Requirements».
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16 License Concept

For details on the FOXMAN-UN licensing model please refer to the document:
* “FOXMAN-UN Licensing Model” [1TKHW029143].
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17.1

Table 9:

GLOSSARY

Glossary

General FOXMAN-UN Expressions

General FOXMAN-UN Expressions

FOXMAN-UN Expressions

Description

Action Buttons

On the bottom of dialogs, used to [Save (Apply)] or [Cancel] changes made and to
[Close] the dialog.

Agent

Identifies an EOC or ECC subnetwork or an Ethernet port that is used to communi-
cate with the NEs via one of the communication ports of the WS.

Alarm cleared

Fault condition disappears. This causes an alarm off event to be generated.

Alarm off event

Clearing of an alarm either as a result of operator repair action, or self-correction.

Alarm on event

Occurrence of a new alarm.

Alarm outstanding

Active alarm

BP

Basic Package of FOXMAN-UN.

Dialogs

The FOXMAN-UN operator’s windows for displaying and setting the parameters of
the network, and parameters of the NEs and FOs that it contains. Dialogs contain
Fields, Menus, and Push Buttons.

Dialog Menus

Always present at the top of the maps and dialogs

Domain Name

Identifies a grouping of NEs. (e.g. all NEs with the same Domain Name are identified
as all managed by the same operator.

ENP

Ethernet Networking Package of FOXMAN-UN.

Lower level maps (group maps)

Represent parts of the network.
Display symbols optionally placed over city maps, floor plans and/or cabinets.

Maps The FOXMAN-UN operators' windows for visually representing the network. Maps are
organized into a hierarchy. The root map can contain group symbols representing a
lower level map which can again contain group symbols. The bottom level group map
then shows the individual NEs. Each map contains a menu bar and navigation but-
tons.

Menus 2 types of menus are available allowing the operator to easily select (using the
mouse) commands from a roll down list: Dialog menus and Symbol menus (context
menus).

NE Network Element, a network node managed by FOXMAN-UN.

NE Address Identifies an NE within a Management Network (e.g. the Ethernet address or IP
address of an NE).

NP Networking Package of FOXMAN-UN.

Parameters Any settable attributes of Units/SbUs (options, modes of operation, signal levels,

etc.).

Context menus

Selective menu depending on the cursor position, popping up when the RIGHT
mouse button is pressed.

Symbols

Graphic representations of network elements, groups of NEs, foreign objects, system
NE on maps.
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