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1 Introduction
RBAC stands for Role Base Access Control.
This chapter describes the RBAC implementation in FOXMAN-UN based on IEC 62351-8:2020 
Role-based access control for power system management [1].
With the definition of roles you can define the access rights to some functionality and/or ele-
ments in the system.
These roles can be then assigned to FOXMAN-UN users, and therefore the users will inherite 
the permissions of the roles they are assigned to. This will define the way a user can interact 
with the system.
RBAC is a primary method to meet the security principle of least privilege, which states that no 
subject should be authorized more permissions than necessary for performing that subject’s 
task.
RBAC enables an organization to subdivide permissions and package them into special groups 
termed roles for assignment to specific individuals according to their associated duties.
The RBAC related UI can be opened by a FOXMAN-UN user with the appropriate permissions. 
From the NEM Desktop menu use either of the following applications to assign roles to users:
• Application > NEM Configurator…

Change to the “Role Based Access Control” tab. Click on the “Users” node of the tree struc-
ture. In the right-hand side window click the “+ Add” button. Select a user and assign the 
role(s) and possible exceptions. Apply the assignment.

• Application > Homepage…
From the application groups in the left panel select “Security”, then start the “User and Role 
Management” application. In the “User” tab click on “+ Create” in the ribbon. Select a user 
and assign the role(s) and possible exceptions. In the summary, apply the assignment to 
create the user.
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2 Roles
A FOXMAN-UN role is a group of permissions which are packaged together to expose the asso-
ciated duties inside the system of specific persons.
There are 2 types of roles, namely system roles and user-defined roles.
System roles are based on the mandatory role definition present in IEC 62351-8, adapted to the 
FOXMAN-UN system: they define a basic set of functionalities associated with different duties a 
user can take inside the FOXMAN-UN. These roles can’t be modified and are always exposed.
Yet, a user with proper permissions can create more roles: the so-called “User Created Roles”. 
These roles, contrary to the system initial roles, can be created, modified, edited, and deleted. 
They can be adapted to specific needs of the operator.
The initial set of proposed roles are the following ones:

The roles can be assigned to users. A user can have different roles at the same (i.e., it is possi-
ble to assign one or more roles to a user).
Assigning roles to a user will provide that user with the capability to access certain functional-
ities and resources in the network.

Please note:
Whenever a role is assigned to a user, the user will be granted permissions to see 
the nodes in FOXMAN-UN (old NEM Client).

VIEWER As a user with VIEWER role, you are able access FOXMAN-UN data and have a general 
overview of it. You are not permitted to modify FOXMAN-UN, Network Elements or system 
wide configuration.

OPERATOR As an OPERATOR you can perform basic maintenance tasks on the network and inside 
the FOXMAN-UN, including basic access to the node and to network monitoring features.

ENGINEER As network ENGINEER you can create and manage complex network services. The con-
figuration and parametrization of advanced design tools are included. You will have a full 
access to the node (excluding security related features).

INSTALLER As an INSTALLER user you are allowed to distribute software to the nodes and manage 
the installation process.

SECADM The FOXMAN-UN security administrator - SECADM role, allows the user to configure the 
FOXMAN-UN itself and grants FOXMAN-UN admin rights to manage users and roles, and 
to manage DIRAC and FU credentials.

RBACMNT The RBACMNT role represents a subset of Security Administrator permissions, allowing 
role configuration, definition and assignment.
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3 Permissions
Each role is composed of a set of permissions.
These permissions are used to identify which parts and objects inside the FOXMAN-UN are 
subject to be operated/accessed by a user. 
A user has roles assigned. Each role has a set of permissions. The sum of all permissions of all 
roles assigned to a user determines what a user can do inside the FOXMAN-UN.
Permissions are a fixed set of properties. The properties can be flags (enable/disable access to 
one functionality) or an access property determining if you have read access, full access, or no 
access (“none”) to specific elements in the system.
Permissions are responsible to give a user access to elements in the system
The definition of the permissions present in the system shown below will help clarifying the con-
cept:

Network Engineering Linked Menu (NEM Client) Authorization Filter, 
Restricted URLs (not for 
admin or app token)
(POST; PATCH, PUT)

Section Man-
agement

Enables the possibility to edit sec-
tions.

*Operation failure when writ-
ing section

sections

Network 
Design

Defines the capability to see or 
edit meaningful services on top of 
network infrastructure.
Allows the management and con-
figuration of MPLS-TP, Network-
ing Package and advanced 
services.

Application → ENP
Application → NP
*operation failures on editing
Application → CEM
Application → ENP expert 
mode disabled for viewer

"/npnetworkmgr/",
"/enp/"
"\\/mib\\/mpls\\/",
"\\/mib\\/cem\\/",
"\\/mib\\/tdm\\/"

Traffic Engi-
neering

Allows the creation and use of 
service profiles for MPLS-TP net-
works (only makes sense in com-
bination with previous one).

*Authorization error

Maps, Agents 
& Nodes

Exposes the permission to see 
the nodes in the system, or to be 
able to create and group nodes 
inside the FOXMAN-UN.

View/edit such items symbols 

Provides the capability to access/
edit the nodes, agents and maps 
defined in the FOXMAN-UN.

Execute commands in FO 
Agent
Provides access to ALS 
Configurator (edit mode)

/agents

/bpnodes

Ethernet 
Security Man-
ager

Enables the possibility to access 
Ethernet Security Manager opera-
tions inside the client.

Application → ESM

Network Monitoring
Service 
Supervision

Exposes the possibility to super-
vise services and create such 
supervision services

Application → Service 
Supervision (No permission)
*Authorization error

"service-supervision",
"servicesupervision",
"/bpservicemgr/services"

Performance 
Monitoring

Enables the access to perfor-
mance monitoring

Network → PM
System → Metrics Database

Alarm Config-
uration

Configuration of alarm related 
settings (Alarm customization, 
forwarding and related global set-
tings)

Fault management → Alarm 
Configuration

"/bpalarms/customisa-
tions",
"/bpalarms/settings"

Alarm Man-
agement

Capability to see/manage system 
and node alarms and acknowl-
edge them

Acknowledge/clear alarms in 
alarm list.

alarms
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System Management
Role Base 
Access Con-
trol

Allows the creation and edition of 
users, including the capability to 
assign/unassign roles to specific 
users.

Role Base Access Control 
tab in NEM Configurator

"/rbac",
"/bp/security"

Credential 
Management

Exposes credential distribution 
functionality: the capability to dis-
tribute FOXMAN-UN keys or 
passwords to nodes.
Management of SNMP security 
profiles.

SNMP Security Profiles
Credentials distribution;
Credentials distribution 
tasks

READ restricted also
"/credentialdistribution"

Remote 
Administration

Exposes the capability to exe-
cute server related management 
operations, like starting or stop-
ping services, creating private/
public key pairs or main standby 
configuration.

System → RAT
(Initial Screen → RAT)

"/mainstandby",
"/nemcore/service",
"/nemcore/inventory"

Remote Exe-
cution

Allows the access to a set of 
scripts executed on server side to 
perform various sets of functional-
ities.

System → Remote Executor READ restricted also
"/nemcore/scripts"

Node Management
Node Restore 
Configuration

Enables the capability to restore 
one of the five previous NE con-
figurations stored automatically 
by the system.

*Authorization

Profile and 
CPS Manage-
ment

Allows the access to legacy oper-
ations for administration of NE 
Passwords, Profile/CPS and 
ESW tasks.

Network → Profile & CPS 
Tasks

Software 
Management

Exposes the possibility to access 
new software management tool.

Network → ESW Manage-
ment

ESW

Node Access 
Information

Allows the possibility to access 
nodes as information user class.

ECST info
Read-only other tools

Node Access 
Maintenance

Allows the possibility to access 
nodes as maintenance user 
class.

ECST maintenance

Node Access 
Manager

Allows the possibility to access 
nodes as manager user class, or 
to configure nodes in those which 
has no user class associated.

ECST Manager
Other tools write access

Node Access 
Session Man-
ager

Allows the possibility to access 
nodes as session manager user 
class.

ECST Session Manager
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4 Restrictions
When assigning a role to a user, the role can be restricted:
• You can either restrict the set of nodes and elements the user will be able to manage (via 

selecting a domain) or
• set the expiration date for the assignment.
By default permissions are applied to all elements defined in the system (there is a domain 
called “NMS-All”).
By default roles assignments are not expiring.
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5 Enhanced authorization filter
To strengthen security access to system items, some filtering can be defined based on the roles 
assigned to users and URLs they are trying to access.
The enhanced authorization security filter is exposed in the file

/opt/nem/voyager/apigateway/etc/authorizationRules.json,

and automatically used internally by the system. These filters can be extended, enhanced or 
disabled in case of necessity.

Please note:
• Enabling a new filter could end up in system malfunction if not carefully evalu-

ated.
• Only a NEM administrator has the permission to edit the above-mentioned file.
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6 Annex

6.1 Associated Documents
[1] IEC 62351-8:2020 Power systems management and associated information 

exchange - Data and communications security - Part 8: Role-based access 
control for power system management
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