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manual may not be disclosed by the recipient to any third party, without the prior written agreement of Hitachi Energy.
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the end-user license agreement provided with the software applies.
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Disclaimer

This document contains information about one or more Hitachi Energy products and may include a description of or a
reference to one or more standards that may be generally relevant to the Hitachi Energy products. The presence of any
such description of a standard or reference to a standard is not a representation that all the Hitachi Energy products
referenced in this document support all the features of the described or referenced standard. In order to determine the
specific features supported by a particular Hitachi Energy product, the reader should consult the product specifications
for that Hitachi Energy product. In no event shall Hitachi Energy be liable for direct, indirect, special, incidental, or
consequential damages of any nature or kind arising from the use of this document, nor shall Hitachi Energy be liable for
incidental or consequential damages arising from the use of any software or hardware described in this document.
Hitachi Energy may have one or more patents or pending patent applications protecting the intellectual property in the
Hitachi Energy products described in this document. The information in this document is subject to change without notice
and should not be construed as a commitment by Hitachi Energy. Hitachi Energy assumes no responsibility for any
errors that may appear in this document.

All people responsible for applying the equipment addressed in this manual must satisfy themselves that each intended
application is suitable and acceptable, including compliance with any applicable safety or other operational requirements.
Any risks in applications where a system failure and/or product failure would create a risk for harm to property or persons
(including but not limited to personal injuries or death) shall be the sole responsibility of the person or entity applying the
equipment, and those so responsible are hereby requested to ensure that all measures are taken to exclude or mitigate
such risks.

Products described or referenced in this document are designed to be connected and to communicate information and
data through network interfaces, which should be connected to a secure network. It is the sole responsibility of the
system/product owner to provide and continuously ensure a secure connection between the product and the system
network and/or any other networks that may be connected.

The system/product owners must establish and maintain appropriate measures, including, but not limited to, the
installation of firewalls, application of authentication measures, encryption of data, installation of antivirus programs, and
so on, to protect these products, the network, its system, and interfaces against security breaches, unauthorized access,
interference, intrusion, leakage, and/or theft of data or information.

Hitachi Energy performs functionality testing on released products and updates. However, system/product owners are
ultimately responsible for ensuring that any product updates or other major system updates (to include but not limited to
code changes, configuration file changes, third-party software updates or patches, hardware change out, and so on) are
compatible with the security measures implemented. The system/product owners must verify that the system and
associated products function as expected in the environment in which they are deployed. Hitachi Energy and its affiliates
are not liable for damages and/or losses related to security breaches, any unauthorized access, interference, intrusion,
leakage, and/or theft of data or information.

This document and parts thereof must not be reproduced or copied without written permission from Hitachi Energy, and
the contents thereof must not be imparted to a third party nor used for any unauthorized purpose.
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1 Preface and Introduction

This FOXMAN-UN Application Note covers the installation of the FOXMAN-UN Core and Client
in a secure Network to mitigate the following vulnerability:

Communication between the client application (FOXMAN-UN User Interface) and the server
application (FOXMAN-UN Core) is partially using CORBA (Common Object Request Broker
Architecture) over TCP/IP for the application using UCST for FOX515 management. This
protocol is not encrypted and allows to trace internal messages. An unfriendly user may read
access tokens or weak encrypted passwords.

The mitigation described in this Application Note is applicable for the NEM Release R16B when
using FOX515 and UCST.
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2 Mitigation

To mitigate the risk of an unauthorized access to the FOXMAN-UN Core, it is recommended to
deploy the FOXMAN-UN Client application and the FOXMAN-UN Core in a secure network.

This mitigation restricts to possibility, that an unfriendly user could get access to the FOXMAN-
UN Core by tracing CORBA messages and re-engineering the protocol.

The Figure below shows to basic setup for such a deployment:

* The FOXMAN-UN Client is deployed on a Windows server collocated in a secure network
with the FOXMAN-UN Core Server.

*  The FOXMAN-UN Client communicates with the Core server using CORBA over TCP.

» The FOXMAN-UN User accesses to the Windows server with RDP (Remote Desktop Con-
nection) using the Remote Desktop Protocol (RDP) over SSH.

*  The FOXMAN-UN Core shall use SSH to connect to the Network Elements.
»  With this setup only SSH communication to the Secure Network is possible.

Secure Network

RDP over/SSH FOXMAN-UN CORBATCP/IP FOXMAN-UN KOP over SSH
Client Application Core <
Windows Server Linux Server

Client PC
(Windows / Linux) |

Network Elements

A,

As an alternative the Windows server could also be a Linux Server with installed FOXMAN-UN
Client only. In this case the communication between the FOXMAN-UN User and the FOXMAN-
UN Client server should use SSH.

2.1 FOXMAN-UN Client on Windows Server Deployment

As the Windows server administrator (Windows Server 2022 / Windows Server 2019) install the
FOXMAN-UN Client Windows package (FOXMAN-UN-UI_R16B).

The installation of the FOXMAN-UN Client on windows is described in the FOXMAN-UN under
Windows Installation and Operation [1TKHW002089]

For Hardening the Windows Server consult the Microsoft recommendations [4] and other avail-
able information for the respective Windows Server Release [9].

2.2 FOXMAN-UN on Linux Core Deployment

Install the FOXMAN-UN on the Linux server following the instruction described in the FOXMAN-
UN installation User Manual [1TKHW002426] and the Application Note FOXMAN-UN Hardening
[1TKHW029185].

Application Note: refer to [TKHW029185] Application Note “FOXMAN-UN R18 RHEL9 Hard-
ened Installation - CIS Red Hat Enterprise Linux 9 Benchmark for Level 2 — Server”.
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3 References

[1TKHW002426] User Manual “FOXMAN-UN Installation Guideline”
[1TKHW002089] User Manual “FOXMAN-UN under Windows - Installation and Operation”

[1TKHW029185]  Application Note “FOXMAN-UN R18 RHEL9 Hardened Installation - CIS Red
Hat Enterprise Linux 9 Benchmark for Level 2 — Server”

[4] Microsoft - https://www.microsoft.com/en-us/security

[5] www.tenable.com - CIS Microsoft Windows Server 2022 Benchmark v1.0.0
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